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METOIMYECKHUE PEKOMEH/IATINN
10 OBECIIEYEHUIO C IIOMOIIBIO KPUIITOCPE/ICTB BE3OIIACHOCTH
IIEPCOHAJIBHBIX JIAHHBIX ITPU X OBPABOTKE B MTH®OPMATIVIOHHBIX
CHUCTEMAX IIEPCOHAJIBHBIX JIAHHBIX C UCIIOJIb30BAHUEM
CPEJICTB ABTOMATU3AIINN

Brenenue

Hacrosammue Metoamueckne peKOMEHJAIUM IO OOECIEUYeHHUI0 C IOMOIIBI0 KPHUIITOCPE/ICTB
0e30MMacHOCTH TEepPCOHAJBHBIX JAHHBIX NPH UX 00paboTke B HWHQPOPMAIMOHHBIX CHCTEMAX
MIeEpCOHAJIBHBIX JIAHHBIX C WCIIOJIb30BAHUEM CpEACTB aBToMaTu3anuu (manee - MeTogudeckue
pekoMeH/lanuu) pas3paboTaHbl B cooTBeTcTBUH C 1. 2 IlocraHosienusi [IpaBurenberBa Poccuiickoit
®enepanyi oT 17 HOsOpsA 2007 T. NO 781 "O6 yrBepxknenun IlosokeHus o0 obecreueHHN
0e30MMacHOCTH TepCOHAJBHBIX JAHHBIX NPU UX 00paboTke B WHGOPMAIIMOHHBIX CHCTEMAX
IIepCOHAJIbHBIX JJAHHBIX .

Metouueckue peKOMEHJAIlUM TpeJlHa3HAYeHbl JJIA  OIEPaTOpOB U  Pa3pabOTUHKOB
UH(OPMAITMOHHBIX CHUCTEM IEPCOHATBHBIX JAHHBIX M OXBATHIBAIOT BOIIPOCHI 3aIUTHI MTEPCOHATBHBIX
JTAHHBIX C TIOMOIIIBIO KPUIITOCPE/ICTB.

MeToguuecKUMH PEKOMEHAANMAMU HEOOXOAMMO PYKOBOJACTBOBATHCSA B CJIydae OIpeAeIeHUs
oIepaTopoM HeoOXOMMOCTH obecrieueHusI 6€30ITaCHOCTH ITePCOHATBHBIX IAHHBIX C HCIIOJIb30BAHUEM
KPHUIITOCPE/ICTB (32 WCKJIIOUEHHEM CJIydas, KOI/Ia OIepaTopoM sABJsAeTCs (GU3NYECKOoe JIUIIO,
HCIIOJIB3YIOIIlee TTEPCOHATbHBIE JAHHBIE UCKTIOUNUTETBHO /IS TUYHBIX U CEMEUHBIX HYXK/T), 8 TAK:Ke TP
obecrieueHnN 6€30TIACHOCTH MEPCOHATBHBIX JAHHBIX IIPU 00paboTKe B MHGOPMAIIMOHHBIX CHCTEMAX,
oTHeceHHbIX K KkoMmmeTeHnmu OCb Poccun. B yactHOocTH, MeToamdeckuMu peKOMeHAAIIUAMUA
He0oOXO0/IMMO PYKOBOJICTBOBATHCS B CIIEAYIONTUX CIyJasX:

- mpu obecIlieYeHNH C KCIIOJIb30BAHUEM KPHUIITOCPEACTB 0E30MMacHOCTH IEePCOHAIBHBIX JIAHHBIX
pu ux 00paboTKe B TOCy/IapCTBEHHBIX WHGOPMAIMOHHBIX CHCTeMaX MEPCOHATBHBIX JaHHBIX (JacTh 5
denepasibHOTO 3aKOHA OT 27 HIOIA 2006 T. N2 149-O3 "O6 wundopmanuu, wHOOPMAIHOHHBIX
TEXHOJIOTHSAX U 0 3aluTe nHpopMaruu'");

- TIIPU HUCIOJIb30BAaHWHU KPUITOCPEACTB ]IS OOecrieueHus] MEPCOHAJBHBIX JAHHBIX B CIIydasx,
npexycMoTpeHHbIX 1. 3 [lososkeHusi 0 pa3paboTKe, MPOU3BOJCTBE, PEAIM3AIMH U HDKCIUTyaTaI[uu
¢ poBaIbHBIX (KpUnrorpaduyecknx) cpeAacts 3amuTsl nHGopMmaruu (I[Tonoxenue [TK3-2005).

Hacrosmue MeTtoanyeckue peKOMEHZAIUU He PAacHpOCTPAHAITCA Ha HWHQOpMaIMOHHBIE
CUCTEMBI IEPCOHATHHBIX IAHHBIX, B KOTOPHIX:

- IepCOHAJIBPHBIE JAHHBIE 00pabaTHIBAIOTCA 6€3 UCIIOTb30BAHUSA CPEJICTB aBTOMATH3AIUH;

- 00pabaTpIBalOTCS ME€PCOHAJILHBIE [TaHHBIE, OTHECEHHbIE B YCTAHOBJIEHHOM IOPSAJKE K
CBEZIEHUSIM, COCTABJIAIONINM TOCY/IapCTBEHHYIO TalHY;

- TEXHUYECKHEe CpeJ/ICTBA YaCTUYHO WJIM IEJUKOM HaxOJATCA 3a mpeaeramMu Poccuiickoit
Oenepanyu.

1. OcHOBHBIE TEPMHUHBI U UX OIIPpEACJICHUA

B Hacrosamux MeTonudyecKux peKOMEHJAIUAX W IPU B3auMOeUCTBUH c JyuneH3uatamu ®Ch
Poccum, sABIAOIMUAMUCA Pa3pabOTYMKAMH KPHUIITOCPEJICTB, pa3pabOTYMKaMU HHOOPMAITHOHHBIX
cuCTeM MEPCOHAJIBHBIX  JIAHHBIX, B KOTOPBIX  HCIOJIL3YIOTCA KPUIITOCPE/ICTBA, )W) 0%
CIIEUAIN3UPOBAHHBIMU OpraHu3alNAMY, MIPOBOAAIINMU TeMaTHJeCcKHe HcCIeOBaHUs
KPUNTOCPEACTB, UCIIOJIb3YIOTCA CAEAYIONINE OCHOBHBIE TEDMUHBIL.

AsTtomaTtusupoBaHHas cucrteMa (AC) - cucreMa, coCTOAINAs U3 IEePCOHATIA M KOMILJIEKCA CPEJICTB
aBTOMAaTH3aIUM €ro JesATeJbHOCTH, peajnu3yiomas HWH(POPMAIIMOHHYI0 TEXHOJOTHIO BBITIOJIHEHUS
YCTaHOBJIEHHBIX QYHKIIUHT <1>.
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<1>T'OCT 34.003-90.

ABTOMAaTH3UpOBaHHAA cHUCTeEMa B 3amuiieHHoM ucrnoiaHeHun (AC3I) - aBroMaTU3MpOBaHHAsA
CUCTEMA, peaIusymolas UH(MOPMAIMOHHYI0 TEXHOJIOTHIO BBINIOJIHEHUSA YCTaHOBJIEHHBIX (YHKIUN B
COOTBETCTBUM € TPeOOBAaHUAMU CTAaHJAPTOB U (WJIM) WHBIX HOPMATUBHBIX JOKYMEHTOB IO 3al[UTe
uHpOpMaIUN <1>.

<1>T'OCT P 51624-2000.

Ataka - 1eJjleHanpaBJIeHHbIE JENCTBUSA HAPYIIUTENSA C HCIOJIb30BAaHUEM TEXHUUYECKUX U (MJIn)
IIPOTPAMMHBIX CPEJICTB C I€JIbI0 HAPYIIEHUsA 33JJaHHBIX XapAKTEPUCTUK 0e30TaCHOCTH 3alUIlaeMOi
KPUIITOCPE/ICTBOM MH(MOPMAIINHU UJIU C [IeJIBI0 CO3/IaHUS YCIIOBUH IS STOTO.

BezomacHOCTh - cOCTOsIHHE 3aIUIIEHHOCTH JKU3HEHHO BAKHBIX MHTEPECOB JIMIYHOCTH, O0IIeCTBa
U TOCYIApPCTBA OT BHYTPEHHUX U BHEIIHUX YTPO3 <1>.

<1> 3akoH Poccuiickoit ®enepanuu "O Ge3omacHoCcTH.

Be3onacHoCTh 00bEKTA - COCTOSTHHE 3AIUIIEHHOCTH 00'heKTa OT BHEIIHUX U BHYTPEHHUX YTPO3.

IIpumeuanue.

JlaHHOe oIpefiesieHNe PacIpOCTPaHAeTCs Ha JII0OOU peayibHbIH OOBEKT, B KAaUecTBe KOTOPOTO
MOTYT BBICTYIIaThb TEXHUYECKUEe CpeJICTBa, IIpOrpaMMHbIe Cpe/cTBa, WH(opManysa, HHPpOpMaIOHHbIe
TeXHOJIOTUY, UH(POPMAIUOHHBIE CUCTEMBI, UH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHbBIE CETH, 37jaHU,
COOpYKE€HUA U T.J.

BiokupoBaHue mMepcoOHATBbHBIX JIAHHBIX - BpEMEHHOE IIpeKpalleHue cOopa, CHUCTEMATH3AI[UH,
HaKOIUIEHUS, UCIIOJIb30BAHUSA, PACIIPOCTPAHEHUs NEPCOHAIBHBIX JIAHHBIX, B TOM UHCJIE UX Mepe/aun
<1>.

<1> ®enepasbHbIi 3aK0H "O MEPCOHATBHBIX JAHHBIX .

BerpauBanue KpumTocpesicTBa - IPOIECC MOJKIIOYEHHSA KPUIITOCPEJCTBA K TEXHUYECKUM U
IIPOTPAMMHBIM  CpeJIcTBaM, COBMECTHO €  KOTOPBIMM  IIpe/illojlaraeTcss  ero  IITaTHOe
(pyHKIIMOHUPOBaHUeE, 32 UCKJIIOUEHNEM IIpollecca UHCTAUIALUH.

JlokymeHTHpOBaHHble (AekyapupoBaHHble) Bo3moxkHocTH [I10 (TC) - ¢dyHKIMOHATBHBIE
Bo3MmozkHocTH I10 (TC), onmcannsblie B jokymeHTaruu Ha [10 (TC).

Joctyn k uaopMaIum - BO3MOKHOCTD NOJIy4eHUsA UHPOPMAIIUH U €€ UCTIOJIb30BAHUA <1>.

<1> ®enepanpHblli 3akoH "O0 wHDOpMAIUK, WHGHOPMAIMOHHBIX TEXHOJIOTUSIX U O 3aIUTE
nHbOpMaIun'.

JKu3HeHHO BaKHbIE WMHTEpPEChl - COBOKYIHOCTh IOTPeGHOCTEH, YOBJIETBOPEHHE KOTOPBIX
HAJIEXKHO 00ecreunBaeT CyIIeCTBOBAHME M BO3MOXXHOCTH IIPOTPECCUBHOTO PA3BUTHSA JIMYHOCTH,
o0IIecTBa U TOCY/IapCTBa <1>.

<1> 3akoH Poccuiickoit ®enepanuu "O 6e3omacHoCTH".

3amumaemass wuHpopMarusas - uHopMarus, JIS  KOTOPOW obsiazaresieM wHGOPMAIUU
OIIpeJieJIeHbl XapaKTEPUCTUKU ee Oe30T1aCHOCTH.

WNHcTayuisanus - ycTaHOBKAa IIPOrPAMMHOIO MPOJAYKTa HAa KOMIbIOTEp. MHCTa/IAnus OOBIYHO
BBITIOJTHSIETCS T107] YIIPaBJIEHUEM HHCTAJUIATOPA - IIPOTPAMMBbI, KOTOPasi IPUBOJIUT COCTAB M CTPYKTYPY
yCTaHaBJIMBAEMOTI'O IIPOIPAaMMHOTO U3/IeJIHUsSI B COOTBETCTBHE C KOH(UTYpAIlUell KOMITBIOTEPA, a TaKXKe
HacTpauBaeT IIPOTPaMMHBIE ITapaMeTPhl COIVIACHO THILy HMEIOIIEHCA OIepPaliOHHON CHCTEMBI,
KJIaccaM pelllaeMbIX 3a7[a4u M peskuMaM paboThl. TakuM 00pa3oM, MHCTAJUISAINA JieIaeT MPOrpaMMHBIH
MPOJIYKT IPUTOAHBIM JIJISI WCIIOJIb30BAHUS B JAHHOW BBIYMCIMUTEIPHON CHUCTEME W TOTOBBIM pelllaTh
ompesieIeHHBIN KJIacc 3a71a4 B OIIpe/ieJIEHHOM pexkuMe paboThl <1>.
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<1> B. lopot, ®. HoBukoB "TOJIKOBBIN CJIOBaph COBPEMEHHON KOMIBIOTEPHOH Jyiekcuku'", CIIO.,
BXB-Iletepbypr, 2004.

Nuadopmarus - cBefieHus1 (CooOIeHus, JaHHbIE) He3aBUCUMO OT (DOPMBI UX ITPEACTABIEHU <1>.

<1> ®enepasnbHbiii 3akoH "O6 wHbOpManuy, WHGOPMAIMOHHBIX TEXHOJIOTHAX M O 3alUTe
nHbopMaIuu'.

NudopmarnonHas cucreMa - COBOKYITHOCTh COjlepsKalleiicsi B 0a3ax JaHHBIX MHGOPMAIMU K
obecrieunBaOINX ee 00pabOTKy MHGOPMAIIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPECTB <1>.

<1> ®enepanpHbili 3akoH "O06 wuHbOpManuu, MHGOPMAIMOHHBIX TEXHOJOTUAX U O 3allUTe
nHbopMauu'.

I/IH(l)OpMaLII/IOHHaH CHCTEMa IMEPCOHATIbHBIX JAaHHBIX - HH(bOpMaHHOHHaH CHCTEMaA,
npeacraBIA0masg coboit COBOKYIIHOCTb II€PCOHAJIBHBIX IOAHHBIX, COACPKAIIUXCA B base JaHHBIX, a
TaKXKe HH(bOpMaHHOHHBIX TEXHOJIOTUA M TEXHUYECKHX CpeacCrs, MO3BOJJIAIOIIUX OCYIIECTBJ/IATDH
o6pa60TKy TaKHUX II€PCOHAJIbHBIX AAHHBIX C HCIIOJIb3OBAHHEM CPEJACTB aBTOMATU3ALlUHN WJIA 0e3
HCIIOJIb30BAHHA TAKUX CPEACTB <1>.

<1> ®enepanpHbIl 3aK0H "O IEPCOHATBHBIX JAHHBIX .

NuadopMaioHHble TEXHOJIOTHH - IPOIECChI, METOABI MOWCKA, cOopa, XpaHeHHsA, 00pabOTKH,
MIPEZIOCTABJIEHNS, PACIPOCTPaHEeHUsA WH(GOPMAIMU U CIIOCOOBI OCYIIECTBJIEHUS TAKHX IPOIIECCOB H
METOJZIOB <1>.

<1> ®enepanpHbIli 3akoH "O0 wHOOpMaUH, WHGOPMAIMOHHBIX TEXHOJOTUSIX U O 3aIUTe
nHpopMaIuu'.

NudopManinoHHO-TeJIeKOMMYHHUKAIMOHHAA CeTh - TEXHOJIOTHUYeCKasa CUCTeMa, Ipe/lHa3HauyeHHasd
JJIs TIepe/iavy 110 JIMHUAM CBA3U WHMOPMAIUU, OCTYII K KOTOPOU OCYIIIECTBJIAETCS ¢ UCII0JIb30BaHUEM
CPE/ICTB BHIUYUCIUTEIHHON TEXHUKHU <1>.

<1> ®enepanpHbili 3akoH "O0 wHDOpMaIU¥, WHGOPMAIMOHHBIX TEXHOJIOTHAX WU O 3allUTe
nHbOpMaIun'.

NHabopMaIioHHO-TEJIEKOMMYHUKAIIUOHHAA CeTh OOIINEro IOJb30BaHUA - HHGPOPMAIMOHHO-
TeJIEKOMMYHUKAIIMOHHAs CeTh, KOTOpas OTKpbITA /JI WCIOJb30BAHUA BCEMH (DUBUYECKUMH U
IOPUIMIECKUMU JIUIIAMU U B YCJIyTaX KOTOPOH STUM JIMIIAM HE MOKeT OBITh OTKa3aHO.

Hcnonp30BaHMe MEPCOHABHBIX JIAHHBIX - AeHCTBUsA (Oleparuu) ¢ MepCOHAIbHBIMU JIAHHBIMH,
coBepIlIaeMble OIIepaTOpOM B MeAX IPUHATUA pelleHUd WIM COBepIIeHUs WHBIX JelCTBUH,
MIOPOK/JIAIOIIUX IOPUAUYeCKHe IOCTAeICTBUS B OTHOLIEHUM CyObeKTa IePCOHAJBHBIX JAHHBIX WJIN
JPYTUX JIUI JIUO0 UHBIM 00pa30M 3aTparuBaIIMNX IpaBa U cBOOOABI CyObeKTa IEPCOHATBHBIX JIAHHBIX
WJIY IPYTUX JIUI] <1>.

<1> ®enepanbHbIil 3ak0H "O MepCOHAIBbHBIX JaHHBIX .

Kanan ataku - cpeqa mepeHoca OT cyObeKTa K OOBEKTy aTaku (a BO3MOXKHO, M OT OOBEKTa K
CyOBEKTY aTaKu) JIEUCTBUH, OCYIIIECTBJIIEMBIX IIPU IIPOBEIEHUH aTAKHU.

KoHnTtposupyemas 30Ha - IPOCTPAHCTBO, B IIpeJiejiaX KOTOPOTO OCYIIECTBJIAETCA KOHTPOJIb 3a
npeObIBAHUEM U IEHCTBUSAMU JIUI U (MJIM) TPAHCIIOPTHBIX CPEJICTB.

IpaHuneld KOHTPOJIMPYEMON B30HBI MOXKET OBITh: IIEPUMETDP OXPAHAEMON TEPPUTOPHUU
npeanpusaTus (YIpekaeHus), Orpaskaarolie KOHCTPYKIIUH OXPAaHsIEMOro 37JaHUsA, OXPaHAEMON YacTH
371aHUS, BBIJIEJICHHOTO IOMeIlleHUA <1>.
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<1>T'OCT P 51624-2000.

KondunennnaapHocth HHGOPMAUU - 00s3aTEIPHOE /I BBINOJIHEHUS JIUIIOM, IOJIyYUBIINM
JIOCTYII K OIpezieJieHHON WHGopManuu, TpeboBaHUe He IepeaBaTh TaKyld MHGOPMAIUIO TPETHUM
snunam 6e3 corsacus ee obazaTess <1>.

<1> ®enepasnbHbiii 3akoH "O6 wHbOpManyy, WHGOPMAIMOHHBIX TEXHOJIOTHUAX U O 3alUTE
nHbopMauu'.

KoHbuaeHInabHOCTh MTEPCOHAIBHBIX JAHHBIX - 00s3aTesibHOE IS COOJIFOIEHUS OIEePaTOPOM
WIN WUHBIM TOJIYYUBIIUM JIOCTYII K IEPCOHAJIBHBIM JAaHHBIM JIUIIOM TpeOOBaHHE HE JIOMyCKATh WX
pacnpocTtpaHeHusi 6e3 coryiacusi CyObeKTa IMEePCOHAJbHBIX JAHHBIX WM HAJIUMYUS HHOTO 3aKOHHOTO
OCHOBaHUSA <1>.

<1> ®enepasbHbIi 3aK0H "O MEPCOHATBHBIX JAHHBIX .

Kpunrorpadpuuecku omnacHas wuHbopmanus (KOM) - wurboOpManmus O COCTOSTHHUAX
KPHUIITOCPE/ICTBA, 3HAHUE KOTOPON HaApYUIUTEJIEM ITO3BOJIUT €My CTPOUTH QJITOPUTMBI OIIpeJlesIeHUs
KJII04eBO WHGOPMAIUH (MU ee YaCTH) WK AJITOPUTMbI O€CKTI0UEBOTO UTEHHUS.

KpunrocpeactBo - mudpoBasbHOe (KpuUnTOrpadUueckoe) CpefCTBO, NpeaHa3HAUYeHHOe I
3auThl UHQOpPMaNuK, He COJAep Kalllell CBEAEHHN, COCTaBJISIOINIUX TOCYyJapCTBEHHYI0 TallHYy. B
YaCTHOCTH, K KPHIITOCPEJICTBAM OTHOCATCS CpPeACTBA KpunTorpadgudeckod 3amuThl HHOOPMAIUU
(CK3U) - mmdpoBanbHble (KpunrorpadudecKre) CpefcTBa 3aluThl HHPOPMAIUN ¢ OrpaHUYEeHHBIM
JIOCTYTIOM, He COjleprKaliell CBeIEHNH, COCTaBJISIIONIUX TOCY/IapCTBEHHYIO TAWHY <1>.

<1> "I[lonoxkeHue o pa3paboOTKe, MPOU3BOJICTBE, PEATM3AIUH U HKCILIyaTalUuH MIH(PPOBATHHBIX
(xpunrrorpaduueckux) cpeacTs 3amuthl nHGopmaruu (ITomoxkernune I1K3-2005)", 3aperucTpupoBaHo
MusroctoMm Poccuu (perucrpanronubsii N 6382 oT 3 MapTa 2005 rofia).

Moyiesib HapyIIUTENA - MPEAIOJIOKEHUs] O BO3MOXKHOCTSX HAPYIIHUTENS, KOTOPblE OH MOKET
HCITOJIb30BATh /IS pa3pab0TKU U IIPOBEIEHUs aTaK, a TaK»Ke 00 OrpaHUYEeHHUsX Ha 9TH BO3MOKHOCTH.

Mojiesnb yrpo3 - mepedeHb BO3MOKHBIX YTPO3.

Hapymurens (cy6bekT aTaku) - Juno (WIM WHUIUAPYEMBIA KM IIPOIIECC), ITPOBOZSAIIEE
(TIpoBozAIIMIL) aTaKy.

HeratuBHble (QDYHKIIMOHAIBHBIE BO3MOXKHOCTH - IOKYMEHTHPOBAHHbBIE U HEJIOKYMEHTUPOBAaHHbIE
BO3MOJKHOCTH TPOTPAaMMHBIX U  alllapaTHBIX KOMIIOHEHTOB  KPHUITOCPEJICTBA U  CPEbI
(DYHKITMOHUPOBAHUS KPUIITOCPECTBA, IO3BOJISIONINE:

- MoaudHUIUPOBaTh WJIM HCKa)KaThb aJITOPUTM pabOThl KPHUIITOCPEJCTB B MPOIECCE HX
KCIIOJIb30BAHMUS;

- MOaUGUITUPOBATh WJIN UCKaXKaTh WH(MOPMAIMOHHbBIE WJIN YIIPABJISIONINE ITOTOKH U MPOIIECCHI,
CBsI3aHHBIE C QYHKIIMOHUPOBAHUEM KPHUIITOCPE/CTBA;

- TMOJy4YaTh JOCTYIl HapyIIUTEJIsAM K XpaHANEHWCcS B OTKPHITOM BHJE KJIIOUEBOW,
uneHTUGUKAIMOHHOU U (wim) ayTeHTHQUIUPYOIEd WHOOpMAIUKU, a TakkKe K 3alluIaeMoi
nHdoOpMaIUn.

HenokymentupoBanuble (HenmexsapupoBaHHble) Bo3MokHOcTH IIO (TC) - dyHKIHOHAIBHBIE
Bo3MmoskHocTH 10 (TC), He ommcaHHbIE WM HE COOTBETCTBYIOIIHE OIMMMCAHHBIM B JIOKYMEHTAIUH, IIPU
HCIIOJIb30BAHUM KOTOPBIX BO3MOKHO HapyIIeHWE XapaKTePHCTHUK 0Oe30MacHOCTH 3allHIaeMoi
uHdopmanum <1>.

<1> JlanHoe oTpesieJIeHne SIBJISIETCSA 006001IeHIEM OTIpeiesIeHUs MTOHATHUSA
"HeJTOKyMeHTHPOBaHHbIe (HeleKIapupoBaHHble) Bo3MoxkHOCcTH 10", mpuBegeHHoro B PykoBoasimem
nokymeHTe I'ocrexkomuccuu Poccun "3amura OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa K HHQOPMAIHH.
Yactp 1. [IporpamMmHOe obecrieueHue CpefcTB 3aIuThl HHopManuu. Kinaccudukanus o ypOBHIO
KOHTPOJISI OTCYTCTBUA HeJleKJapUpyeMbIX BO3MOKHOcTel" (BBeZieH B JeiictBue Ilpukazom
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ITpencenarens I'ocrexkomuccuu Poccuu N2 114 0T 04.06.1999).

Hocurenu CBEIIeHHfI, COCTAaBJIAKOIHNX I'OCYyAaPCTBEHHYIO TaﬁHy, - MaTepHuaJIbHbI€ O6’beKTI:I, B TOM
quciie (bnanecm/le I10JIA, B KOTOPBIX CBEACHUA, COCTABJIAIOIINE r'OCYJapCTBEHHYIO TaﬁHy, HaxogAT CBOE
0To6pa>1<eH1/Ie B B1/Ji€ CMMBOJIOB, o6pa303, CHUTHAJIOB, TEXHUTYECKHUX peIIIeHI/Iﬁ U IIPOIIECCOB <1>.

<1> 3akoH Poccuiickoit ®enepanuu "O 6e3omacHoCTH.

[Ipumeuanue.

Tak Kak 10 CBOEW IPUPO/IE CBEJIEHUSA, COCTABJIAIONINE TOCY/IAPCTBEHHYIO TallHY, HE OTJINYAIOTCS
OT BCeX OCTAJIbHBIX CBEJEHUM, TO MPUBEAEHHOE OIpeieJIeHre MOXKHO KOPPEKTHO HCIOJIB30BATh JJIA
JIIOOBIX CBEJIEHUH.

YuutsiBasg omnpezeseHne MOHATUA "WHOpMAIUA', TEPMUH "HOCHUTeNb WH(OpMAIUU' MOXKHO
HCIIOJIb30BATh B KAUeCTBe CHHOHUMA TEPMUHY "'HOCUTEJH CBEZIEHUN "

O06e3MunBaHUE INEPCOHAJIbHBIX /JaHHBIX - ,Z[EHZCTBPIH, B peE3yjibTaT€ KOTOPbBIX HEBO3MOXKHO
OIIPpEAC/IUTDh IPUHAAJIENKHOCTD IIEPCOHAJIPHBIX JdHHBIX KOHKPETHOMY CY6'beKTy IMEPCOHAJIbHBIX JaHHBIX
<1>.

<1> ®enepanbHbIi 3aK0H "O MEPCOHATBHBIX JAHHBIX .

Ob6sagaTestb ”HGOPMAIUU - JIUIIO, CAMOCTOSATEILHO CO3/IaBIlee MHMOPMAIIHIO JIMOO MTOJTyIHBIIIEE
Ha OCHOBAaHWM 3aKOHa WJIM JIOTOBOPA IIPAaBO paspelmiaTh WX OTPAHUYHBATDH JOCTYN K WH(OPMAIUH,
OIIpeiesisieMOU 0 KAaKMM-JI00 ITpU3HAKaM <1>.

<1> ®enepanpHbi 3akoH "O0 wHDOpMaUK, WHGHOPMAIMOHHBIX TEXHOJOTUIX U O 3aIIUTE
nHbOpMaIun'.

O6paboTka HEPCOHANBHBIX JAHHBIX - JeHcTBUA (Omepanuy) ¢ IMePCOHAIIBHBIMHU JAHHBIMH,
BKJIIOUasi cOOp, CHUCTEMATH3AIlUI0, HAKOIUIEHWE, XpaHeHHe, yTouHeHUe (OOHOBJIEHUE, M3MEHEeHUE),
HCIIOJIP30BAHME, DACIpOCTpaHeHHe (B TOM 4YHCJIe TIepefady), obe3nuuyuBaHue, OJOKUPOBAHUE,
YHUYTOXKEHUE IEPCOHATIBHBIX IAHHBIX <1>.

<1> ®enepasbHbIi 3aK0H "O MEPCOHATBHBIX JAHHBIX .

OO1enoCTyIHbIE TIEPCOHAIPHBIE JIAaHHBIE - MEPCOHAJIbHbIE JIAHHBIE, JOCTYIl HEOTPAaHUYEHHOTO
KpyTa JIUI] K KOTOPBIM IIPEI0CTaBJIEH C COTVIacUs CyObeKTa IMepCOHATBHBIX JaHHBIX WM Ha KOTOPBIE B
COOTBETCTBUH C QelepaTbHBIMH 3aKOHAMU HeE pachpocTpaHsieTcss TpeboBaHHE COOJIIO/IeHUs
KOHQPUIEHITUAITLHOCTH <1>.

<1> ®enepanpHbIl 3ak0H "O IEPCOHATBHBIX JAHHBIX .

OOpbexkT uH(OpPMATHU3aLUN - COBOKYIHOCTh MH(MOPMAIIMOHHBIX DPECYPCOB, CPEACTB U CUCTEM
00paboTkn WHGOpPMANMK, WCIOJIb3YEMBIX B COOTBETCTBUHM C 3a/IaHHON WH(OPMAITMOHHON
TEXHOJIOTHEHN, CPEICTB 0OecrieueHnsi 00bekTa HHMOPpMaTU3aIlNH, TIOMEIeHUH Win 00hEKTOB (371aHUH,
COOPYKEHHH, TEXHUUYECKUX CPEJICTB), B KOTOPHIX OHH YCTAaHOBJIEHBI, WJIU TIOMEIIEHUS U OOBEKTHI,
NpeiHa3HAaYEeHHbIE /IS BeIeHUsT KOH(PUIEeHITUATbHBIX IEPETOBOPOB <1>.

<1>T'OCT P 51275-99.

OmnepaTop - TOCyAapCTBEHHBIA OpraH, MyHHUIIUIIAJIbHBIA OpraH, IPUANYECKOe WIH (PU3UUECKOe
JINI0, OpraHu3ymolue U (WIN) OCYIIECTBJAIIINE O00pabOTKY IepCOHATBHBIX JAaHHBIX, a TaK¥Ke
OTIPEIeJISIONINE IIEJTH U COZiep:KaHre 00pabOTKU IePCOHATBHBIX JAHHBIX <1>.

<1> ®enepanbHbIi 3ak0H "O MepCOHAIBHBIX JAaHHBIX .
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Omny6smmkoBanHble BO3MOKHOCTH 10 mau TC - BO3MOXKHOCTH, CBEIEHUS O KOTOPBIX CO/IEP:KATCS B
OOIIETOCTYITHBIX OTKPBITHIX MCTOYHUKAX (TeXHUYECKHe U JII0Oble JIpyTHe MaTepuasbl pa3paboTyrka
IO wmu TC, monorpadum, mybsmkarmuu B CMU, marepuanbl KoHGpepeHIHH U APYrux (Ppopymos,
nHpopMmarus u3 cetu INOterNQet u T.71.).

[TepcoHasibHble MJaHHBIE - JI00asd uWHQpOpMAIMA, OTHOCAMAACA K OIpPeNeJeHHOMY WU
OTIpeJieiIeMOMYy Ha OCHOBAaHHMHM TakoW WHbopManuu ¢usnyeckoMy ULy (CyObeKTy MepCcOHATbHBIX
JAHHBIX), B TOM 4ucjae ero GbamMuans, UMs, OTYECTBO, TOfl, MecAll, aTa U MeCTO POXKIEeHH:d, a/ipec,
ceMelfHOe, COLMaJIbHOE, UMYIIeCTBEHHOE IOJIOKeHHe, oOpas3oBaHue, mpodeccus, JOXOJbI, JIpyras
nadopmanua <1>.

<1> ®enepanpHbIl 3aK0H "O IEPCOHATBHBIX JAHHBIX .

[Tosib30BaTeNh - JIMIIO, YYACTBYIOIIEE B SKCIUIyaTallMd KPHUIITOCPEJCTBA WJIM HCIOJIb3YIOIIee
pe3yIbTaThl ero (PyHKITMOHUPOBAHUSI.

1O - mporpaMMHOe obecrieueHue.

PacripocTpaneHre TepCOHAJIBHBIX JAHHBIX - JIEWCTBHSA, HaIpaBJIeHHble Ha Iepefavy
IIepCOHAJIBHBIX JIAHHBIX OIpe/ieJIEHHOMY KpyTy Jull (Ilepefiladya IepCOHAJIbHBIX JIAHHBIX) WJIH Ha
O3HAKOMJIEHWE C TIepCOHAJIPHBIMU JAaHHBIMHA HEOTPAHWYEHHOTO Kpyra JIHI, B TOM YHCJIE
oOHapo/IOBaHHE IIePCOHAJIPHBIX JAHHBIX B CPEJICTBAX MAaccoBOW WHdOpMaIuu, pa3MelleHHe B
MHOOPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CETAX WM IPEJOCTABJIEHHUE JIOCTyNa K IePCOHAIbHBIM
JaHHBIM KaKMM-JIM00 HHBIM CIIOCOOOM <1>.

<1> ®enepanpHbIl 3ak0H "O IEPCOHATBHBIX JAHHBIX .

CrenmuasipHass 3al(dra - KOMIJIEKC OPTaHU3AMOHHBIX M TEXHUUYECKUX MEPOIIPUATUMH,
obecreuynBaOIINX 3aIIUTY HHOOPMAITUH OT YTEYKH 110 KaHAIaM ITOOOYHBIX U3JTydeHUH U HaBOOK.
Cpena ¢yakmuonupoBanuss kpumnrocpeAactTBa (COK) - COBOKYIHOCTh TEXHHUYECKUX U

MPOrPAMMHBIX CPEJICTB, COBMECTHO C KOTOPBIMH IIPEIOJIaraeTcsi INTaTHOe (PYHKIIMOHUPOBAHE
KPHUITOCPEJICTBA U KOTOPBIE CIIOCOOHBI OBJIUATH HA BHITIOJIHEHUE MIPEABABISAEMBIX K KPDUITOCPECTBY
TpeboBaHUI.

CpencrBo 3amuThl MHPOPMANMU - TEXHUYECKOE, IPOTPAMMHOE CPEZICTBO, BEIECTBO W (MJIK)
MarepuaJl, pe{Ha3HAYeHHbIE WU UCIIOJIb3yeMbIe JJIS 3aIUThI MHPOPMAIUU <1>.

<1>T'OCT P 50922-96.

CpencrBo BbruuciauteabHOM TeXHUKU (CBT) - COBOKYITHOCTH NpPOTPaMMHBIX U TEXHHUYECKUX
3JIEMEHTOB CHCTEM 00pabOTKM JAaHHBIX, CITIOCOOHBIX QYHKIIMOHUPOBATh CAMOCTOSTEJIBHO WJIM B COCTaBE
JPYTUX CUCTEM <1>.

<1>T'OCT P 50739-95.

TpaHcrpanuuHasg Ilepefiaya IIEPCOHAIBHBIX JAHHBIX - Ilepefadya IepCOHAJIBHBIX JAaHHBIX
onepaTopoM uepe3 'ocynapcTBeHHy0 rpanully Poccuiickoit @eneparuu oprany BjaacTd HHOCTPAHHOTO
rocyzapcTBa, GU3n4ecKOMy W IOPUINIECKOMY JIUIy HHOCTPAHHOTO TOCYAapCTBa <1>.

<1> ®enepanbHbIi 3ak0H "O MepPCOHAIBHBIX JAHHBIX .

TC - TexHMUECKOE CPECTBO.
Yrposa 6e30IacHOCTH - COBOKYITHOCTb YCJIOBUHM U (PaKTOPOB, CO3AIONINX OMACHOCTh YKU3HEHHO
BaKHBIM MHTEpEecaM JINYHOCTH, OOII[eCTBa U TOCyAapcTBa <1>.

<1> 3akoH Poccuiickoit ®enepanuu "O 6e3omacHoCTH".

Yrposa Oe3omacHocTH OOBEKTa - BO3MOXKHOE HapyIleHHe XapaKTePUCTUKU O0e30MacHOCTU
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oOBeKTa.

yHI/I‘-ITO)KeHI/Ie HepCOHaIIbeIX JaHHBIX - I[eﬁCTBHH, B pesyanaTe KOTOprX HEBO3MOXHO
BOCCTAHOBHUTDH COJIEPKAHKME IEPCOHAIBHBIX JAHHBIX B MHMOPMAIMOHHON CHCTEME IepPCOHAIBHBIX
JAHHBIX WJIM B pe3yJIbTaTe KOTOPBIX YHUUTOKAIOTCA MaTepPHAIbHbIE HOCUTEN IEPCOHATBHBIX JaHHbBIX
<1>.

<1> ®enepanpHbIl 3aK0H "O EPCOHATBHBIX JAHHBIX .

YcmemnrHas aTaka - aTaka, JOCTUTIIAsA CBOEH IIeTH.

YpoBenb kpuntorpaduueckod 3amuThl  HMHGOPMAIUM - COBOKYIIHOCTh TpeOOBaHUH,
MIPEBABIISIEMBIX K KDUIITOCPE/ICTBY.

XapakTepucTruka 6€301macHOCTH 00beKTa - TpeOOBaHUE K O0BEKTY WU K YCJIOBUSAM €ro CO3/IaHUs
U CyIIecTBOBaHUsA, WiIN K uH@opMmanum 06 oOBbEKTe M yCJIOBUSAX €r0 CO3/IaHUsS U CYyIIEeCTBOBAHUS,
BBINIOJIHEHHE KOTOPOTO He0OX0UMO Jiuis 0OecIieueHus 3alIUIeHHOCTH )KU3HEHHO BaXKHBIX HHTEPECOB
JIMIHOCTH, OOIIeCTBA WU TOCYAAPCTBA.

[ITudppoBanbHbIe (KpUnTorpaduyecKrie) CpeIcTBa:

a) cpeacTBa MHUMPOBAHUS - allllapaTHbIE, IPOTPaMMHBIE U allllapaTHO- MPOTPaAMMHbBIE CPEJ/ICTBA,
CHUCTEMBI ¥ KOMIUIEKCHI, peaJM3YIOlhe AJTOPUTMbI KpUNTOrpaduyecKoro mpeoOpa3oBaHUsA
uHdOpMaIUU U NpeAHA3HAYEHHBIE JIUIsA 3alUThl HHGOPMAUMU TP Mepefave MO KaHajlaM CBA3U U
(mn) st 3arUThl HHGOPMAIMHU OT HECAHKITMOHHUPOBAHHOTO JIOCTYIIA IIPU ee 00paboTKe U XpaHEHUH;

0) cpescTBa UMHUTO3AIIKTHI - allllapaTHbIE, IPOTPaMMHBIE U allllapaTHO- IIPOTpaMMHBIE CPEJICTBA,
CHUCTEMBI ¥ KOMIUIEKCHI, PpeaJIN3YIOIIe aJTOPUTMbl KPUNTOTPAQUYECKOTO IPeoOpa3oBaHUA
WHOOPMAITUH U TTpeJHA3HAYEHHBIE /I 3al[UTHI OT HABA3bIBAHUS JIOKHOU NH(MOPMAIUH;

B) CpEZACTBA 3JIEKTPOHHOU NH(GPOBOU IMOAIUCH - allapaTHble, MPOTPAMMHBIE U allllapaTHO-
IPOTPAMMHBIE CPEZICTBA, OOECIEeYMBAIOIIMEe HAa OCHOBE KpunTorpaduueckmx IMpeobpa3oBaHUN
peanu3aIuio XoTs Obl OTHOU U3 CJIeAYIOINX (QYHKIIUH: CO3/IaHNUEe 3JIEKTPOHHOU MU(POBOH MOAIINCH C
WCIIOJIb30BAHUEM 3aKPBITOTO KJII0Ya JJIEKTPOHHOM IMUMPOBOU TMOJANHCH, HOATBEPIKAEHHE C
HCIIOJIb30BAHUEM OTKPBITOTO KJII0Ya 3JIEKTPOHHOU IU(POBOU MOAIUCH HOJJUHHOCTU 3JIEKTPOHHOU
nudPOBOI MOAIIUCH, CO3JaHHE 3aKPBITHIX U OTKPBITHIX KIIIOUEN 3JIEKTPOHHOU UG POBOM MOIINCH;

I) CcpelcTBa KOJAWPOBAHUA - CPEJICTBA, pEATU3YIOIIHE AJITOPUTMbI KPHUINTOrPapUIECKOTO
peobpa3oBaHus HHGOPMAIIUH C BBITIOJTHEHUEM YaCTH MPe0Opa30BaHUsA ITyTeM PYYHBIX ONEepAIUuil UK
C UCIIOJIb30BAHUEM aBTOMATU3UPOBAHHBIX CPEJICTB HA OCHOBE TaKHX OIEpaIlnii;

J1) CpeZiCTBa M3TOTOBJIEHUS KJIIOUEBBIX JOKYMEHTOB (HE3aBHCHMO OT BHUZ[A HOCUTEJISI KJIIOUEBOU
nHbOpPMAIUHN);

€) KJII0UeBbIe IOKYMEHTHI (HE3aBUCUMO OT BU/Ia HOCHUTEJISA KJIIOUeBOH HHDOpMAIHN) <1>.

<1> ITocranossienue I[IpaButenberBa Poccutickoit @efepamnuu oT 23 ceHTIO0ps 2002 1. N2 691 "06
YTBEDPIKIEHUHN IIOJIO’KEHUH O JINIEH3UPOBAaHUU OTAEIbHBIX BHUIOB JI€ATEIbHOCTH, CBSI3aHHBIX C
mudpoBabHEIMU (Kpunrorpadpuyeckumu) cpeacrBamu’ (CoOpaHue 3aKOHOZATEIbCTBA PoccuiicKoi
®eneparum, 2002, N2 39, cT. 3792).

2. OCHOBHBIE ITOJIOKEHUH

2.1. PaboThl o obecrneueHunIo ¢ MOMOIIbI0 KPUIITOCPEACTB OE30IIaCHOCTH ITEPCOHAIBHBIX JAHHBIX
pu ux 06paboTke B UHOOPMAIIMOHHBIX CUCTEMAX IEPCOHAIBHBIX JJAHHBIX C UCIIOJIb30BAHUEM CPEZICTB
aBToMaTu3anuu (asee - UHGOpPMAIUOHHAA CUCTEMA) IPOBOJATCA B COOTBETCTBUH CO CJIEAYIOIIUMU
OCHOBHBIMH JIOKYMEHTaMH:

- @enepasbHBIN 3aKOH OT 27 HIOJSA 2006 T. N2 149-03 "0O6 nundopmaruu, “HGOPMAITUOHHBIX
TEXHOJIOTHSAX U O 3aIlUTe WHOpMAIuu';

- ®elepaIbHBIN 3aKOH OT 27 UI0JISA 2006 T. N2 152-®3 "O mepcoHaIbHBIX JIAHHBIX

- IMonoxxenune 06 obecrieueHUr 06€30MACHOCTH IEPCOHAJIBHBIX JAHHBIX NMPU UX 00paboTKe B
WHQOPMAIMOHHBIX  CHCTEMAaX  IEPCOHAJIBHBIX  JAHHBIX, VyTBepKAeHHOoe IlocraHoBIEHHEM
ITpaButenberBa Poccuiickoit @enmepariviu ot 17 HOSIOps 2007 . N2 781 (nmanee - [TosioxkeHue);

- Iopsmok mpoBeneHus KiaaccuuKau UHGOPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX JAaHHBIX,
yrBepxkaeHHbIH [Ipukazom ®CTIOK Poccun, ®CH Poccun u Munnndopmepasu Poccuu ot 13 deBpans
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2008 1. N2 55/86/20 (3apeructpupoBan MuHIocToM Poccuu 3 ampesss 2008 roga, perucTpariiOHHbBIN
N© 11462) (manee - [Topsigok);

- ITonoxxeHue o pa3paboTKe, MPOU3BOJCTBE, PEAJIM3ANUU U SKCIUIyaTaluy MHUGPOBATBHBIX
(kpunrorpaduueckux) cpencts 3amutbl uHopMmanuu (Ilosmoxkenue ITK3-2005), yTBep:kaeHHOe
[Tpukazom ®CH Poccum ot 9 dpeBpass 2005 r. N2 66 (3apeructpupoBan Muniocrom Poccnu 3 mapra
2005 roJia, perucTparuoHHbIA N2 6382);

- TunoBele TpeOOBaHUA IO OPTaHU3ANNU U o0ecrieuyeHUu0 (PYyHKIIMOHUPOBAHUA MH(PPOBATBHBIX
(kpunrorpauuecKrx) CpeJICTB, IpeJHA3HAUYEHHBIX JUIA 3aIMUTHl WHGOPMAIUU, He cojepiKarieit
CBEZIEHUI, COCTABJIAIONINX TOCYAAPCTBEHHYIO TaliHy, B CJIydae UX HCIIOJIB30BAaHUA JJIA OOecliedeHus
0e30MacHOCTH TEepPCOHAJIBHBIX JAHHBIX NPH UX 00paboTke B HWHGPOPMAIMOHHBIX CHCTEMAX
nepcoHaIbHBIX TaHHBIX (PCH Poccun, N2 149/6/6-622, 2008);

- HactoAmre Meroamyeckre peKOMeHaIu.

2.2. B cootBercTBHU C 1. 2 [To107kKeHMs O€30TaCHOCTD MEPCOHAIBHBIX JIAHHBIX ITPU UX 00paboTKe
B MH(MOPMAIIMOHHBIX CUCTEMAaX 00eCIIeYnBAETCS C IIOMOIIBI0 CUCTEMBI 3aIIUTHI IEPCOHATIBHBIX JAHHBIX,
BKJIIOUAIOIIEN OpraHM3alllOHHBIE MeEPhl U CpeACTBA 3amuThl uHpopManuu (B TOM YHCTIE
@ poBaIbHBIE (xpunrorpacduueckue) CPEJICTBA, cpeJicTBa IIpe0TBpaIeHUS
HECAHKI[MOHUPOBAHHOTO JIOCTYIA, YTeUYKH WHGPOPMAIMU [0 TEXHHUYECKUM KaHajaM, MIPOrpaMMHO-
TEXHUYECKUX BO3JEHCTBUI Ha TEXHUYECKUE CPeJCTBa 00pabOTKU MEPCOHATBHBIX JAHHBIX), a TaKiKe
HCIOJIb3yeMble B HMHGOPMAIMOHHON cucTeMe WHGOPMAIMOHHBIE TEXHOJIOTUU. TeXHUYecKne u
[IpOTpaMMHbBIE  CPEZICTBA  JIOJDKHBI  yZIOBJIETBOPATH  YCTAHABIMBAEMBIM B  COOTBETCTBHH C
3aKoHO/ATeNIbeTBOM Poccuiickoit @enepanyy TpeGOBaHUAM, 00ECIIEUUBAIOIINM 3AIUTY HHGOPMAIUHU.

2.3. B coorBeTcTBUU C 11. 12 [Tos10KEHNA HEOOXOAMMBIM YCJIOBHUEM Pa3pabOTKH CHUCTEMBI 3aIUThI
MIEPCOHAJIBHBIX JTAHHBIX SBJseTCA (HOPMHPOBAHUE MOJIEH YIpo3 OEe30MaCHOCTH IEePCOHAIBHBIX
JTAaHHBIX (71aJ1ee - MOZIeJTb YTPO3).

Kpome sToro, B coorBercTBuu ¢ 1. 16 Ilopsaaka Mozenp yrpo3 HeoOXoAuMa JJis OIpefeIeHUs
KJIacca crenuaabHON nHGOPMAIOHHON CHCTEMBI.

2.4. Mopness yrpo3 (popMupyeTcs 1 yTBEPKAAETCA OIIEPATOPOM B COOTBETCTBUH C METOIUMUECKUMU
MOKyMEHTaMH, pa3pabOTaHHBIMH B COOTBETCTBMH ¢ IyHKTOM 2 IlocranoBiienms IlpaBuTesnncTBa
Poccuiickoii ®esrepanuu oT 17 HOsIOpst 2007 1. N@ 781 "O6 yrBep:kaenuu [looxkeHus 06 obecrieueHUH
06e30macHOCTH IEPCOHAIBHBIX JAHHBIX NPH HX 00paboTke B HWHPOPMAIMOHHBIX CHCTEMAaX
MIepCOHAJIBHBIX JJAHHBIX" <1>.

<1> CobpaHue 3akoHOjIaTesTbeTBa Poccuiickoit @enepanuu 2007, NO 48, gacts 11, cT. 6001.

B ciayuae ofecriedeHusi 0e30IAaCHOCTH II€PCOHAIBHBIX JIAHHBIX 0€3  HCIIOJIb30BaHUS
KPHUITOCPE/ICTB ITpU (POPMUPOBAHUU MOJIEIU YIPO3 UCIIOJIB3YIOTCA MeToguueckue JokyMeHTs PCTIOK
Poccumn.

B ciyuae onpenesieHus onmepaTtopoM HEOOXOMMOCTH oOecrieueHusi 0e30MacHOCTH MMEPCOHATBHBIX
JIAHHBIX C WCIIOJIb30BAHMEM KPUIITOCPEACTB HpU (HOPMHUPOBAHUM MOJAEIN YTPO3 HCHOJIb3YIOTCA
Metoanudeckue qokymeHThl PCTIK Poccun u HacTosamnme Metoqgudyeckue pekoMeHaanuu. Ilpu saTom us
IByx codepskamuxca B gjokyMmeHTax OCTOK Poccuu u MeTogudyecknx peKOMEHAAUAX OJHOTHUITHBIX
yTpo3 BeIOKpaeTrcs 6oJiee onacHasl.

ITo cornacoBanuto ¢ PCTIK Poccun u ®CH Poccuu fomyckaercss popMuUpoBaHue MOJEIU yTPO3
TOJIBKO Ha OCHOBAHUU HACTOAIIMNX MeToANYecKUX peKoOMeHJaliui.

ITpu obecnieueHnM 6€30MACHOCTU MEPCOHAIBHBIX JTAHHBIX IIpU 00paboTKe B MHGOPMAIMOHHBIX
cucreMax, oTHeceHHbIX K koMmmereHnuu ®CH Poccun, mozenu yrpo3 (opMHUPYIOTCA TOJBKO Ha
OCHOBAHUM HACTOAIIUX MeToANYeCcKNX peKOMeH/Ialui.

2.5. B coryuae ncnosb3oBaHusA B MHGOPMAIIMOHHON CHCTEME KPUIITOCPEJICTB IPU HEOOXOAUMOCTH
K (OpPMHUPOBAHUIO MOJEJIU YTPO3 MOTYT mpuBjiekaTbes JjauneHsuatel ®Cb Poccun, apiasgooniuecs
pa3paboTUMKaMK KPHUITOCPEACTB WM CIENUATU3UPOBAHHBIMUA OPTAaHU3ANMSAMU, ITPOBOJISAIITAMEI
TeMaTU4ecKue UCCcaeJ0BaHNs KPUIITOCPECTB.

2.6. Moziesib yrpo3 MOKET OBITh IIEPECMOTPEHA:

- TI0 pellleHHI0 OllepaTopa Ha OCHOBE MEPUOANYECKH IIPOBOAUMBIX UM aHAJINW3a U OLIEHKH YIPO3
0e30IMacCHOCTH TEPCOHAIBHBIX JAHHBIX C Y4E€TOM OCOOeHHOCTed W (WiM) U3MeHEHHH KOHKDPETHOU
MHOOPMAITOHHOU CUCTEMBI,

EnuvHbIN nopran_ -
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- 10 pe3yJbTaTaM MEPONPHUATHU M0 KOHTPOJIIO 32 BBHIMIOJIHEHHEM TpPeOOBAaHUU K 0OeclieueHHuIo
6e30I1aCHOCTH ITEPCOHAIBHBIX JAHHBIX IPHU X 00paboTke B UHOPMAIOHHOU CUCTEME.

3. Meronosiorus GOpMUPOBAHUS MOJIETH YTPO3
3.1. O01IMEe TPUHITUIIBI

PazpaboTka Mozenu yrpo3 JoJpKHA 6a3MpoBaTheA Ha CIIEAYIONINX IPUHITAIIAX:

1) BesomacHOCTh MepCOHAJBHBIX JAHHBIX NPU UX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMAax
obecrieunBaeTcsi C TOMOIIBIO CHUCTEMBI 3aIUTHl MEPCOHAJIBHBIX MAHHBIX (1. 2.2 MeroguuecKkux
PEKOMEHAINH).

2) IIpu dbopMHUPOBaHUM MOZEIU YIPO3 HEOOXOUMO YYUTHIBATh KaK YIPO3bI, OCYIIEeCTBJIEHUE
KOTOPBIX HapylaeT 0e30IacHOCTh MEePCOHAJIBHBIX JJAHHBIX (Jlajiee - mpsAMas yrpo3a), TaK U yTPO3HI,
CO3/Ia0IINE YCJIOBUA JJIA MOSBJIEHUs NPSAMBIX YIpo3 (/lajiee - KOCBEHHBIE YIPO3bI) WM KOCBEHHBIX
yTpO3.

3) IlepconanbHble naHHBle 00pabATHIBAIOTCS U XpaHATCA B HH(OPMAIVIOHHOU CHCTEME C
HCIIOJIb30BAHUEM  OIIpeJleJIeHHBIX HWHQOPMAIMOHHBIX TEXHOJIOTMH M TEeXHUYeCKUX CpEICTB,
MIOPOXKAAIONINX OOBEKTHI 3AIUTHl PA3JIUYHOTO YPOBHSA, aTaKU HAa KOTOPBIE CO3JAIOT NPSIMBIE HJIH
KOCBEHHbBIe YyTPO3bl 3alUIaeMol HHPOPMaLUH.

4) KpunrocpenctBo mTaTHO (GYHKIHOHHPYET COBMECTHO C TEXHUYECKUMH U IPOTPAMMHBIMHU
CpeJICTBAMH, KOTOpbIE CIOCOOHBI IOBJIHATH HA BBIIOJHEHHE IPENBABIAEMBIX K KPHUITOCPEICTBY
TpebOBaHUI U KOTOPBIE 00Pa3yioT cpeay pyHKITMoHupoBaHus kpunrocpezacTsa (CPK).

5) Cucrema 3amlIUThl MEPCOHATBHBIX JIAHHBIX HE MOKET 00eCHeuuTh 3alfuTy WHPOpManuu OT
ZeICTBUH, BBITIOJHAEMBIX B pAMKaX IMPEJOCTAaBJIEHHBIX CYOBEKTY AEeHCTBUI MOJTHOMOYHH (HampuMmep,
KPHUIITOCPEJICTBO HE MOXKET 00ecleunTh 3anuTy HHGOPMANWU OT PACKPBITHA JIUIAMU, KOTOPHIM
MPEIOCTaBJIEHO ITPABO Ha JIOCTYII K 9TOW MHGOPMAIIHUH).

6) Hapymmressb MOKeT JeHCTBOBATh HA PA3JIMIHBIX JTAIaX KU3HEHHOTO IIUKJIa KPUIITOCPE/ICTBA
nu COK (mox sTMMHU 3TamaMu B HACTOSIEM JOKYMEHTe MOHUMAITCSA pa3pabO0TKa, IMPOU3BOCTBO,
XpaHeHUe, TPAHCHIOPTUPOBKA, BBOJI B AKCIUIyaTallUIO, SKCILIyaTaI[ds MPOTPAMMHBIX U TeXHUYECKUX
cpeznctB kpunrrocpesnctsa u COK).

7) Hunsa  obecriedyeHuss 0(e30MAaCHOCTH IEPCOHAJIBHBIX JAHHBIX HpU HX 00paboTke B
MHOPMAIIMOHHBIX  CHCTeMaX JOJDKHBI — HCHOJIb30BaThCA  cepTU(GUIUPOBAHHBIE B  CHCTEME
ceprudukanun ®CHb Poccun (uMeronye MosoKUTeIbHOE 3aKJI0UEHNe SKCIIEPTHONM OpTraHu3anuu o
COOTBETCTBUHM TpPeOOBAaHUAM HOPMATHUBHBIX JOKYMEHTOB 10 0Oe3omacHOCTH WHGOpPMAIUN)
KPHUIITOCPE/ICTBA.

B cirywae OTCyTCTBHSL TOTOBBIX CEPTH(MUIMPOBAHHBIX KPUIITOCPEACTB, (GQYHKIIMOHAJIBHO
MIPUTOJTHBIX 71 oOecrieueHns1 6€30IMacHOCTH ITePCOHAIBHBIX JaHHBIX MIPU UX 00pabOTKe B KOHKPETHOM
MHOOPMAIMOHHOU CHUCTEME, Ha JTAlle aBaHIIPOEKTa WJIM 3CKU3HOTO (3CKU3HO-TEXHUYECKOT0) ITPOEKTa
pa3paboTunkoM HWHQPOPMAMOHHON CHCTEMBI C YYaCTHEM OIleparopa U IPEAI0JaraeMoro
paspaboTunKa KpPHUIITOCPEACTBA TOTOBUTCA 00OOCHOBaHUE I1€J1eCO00pa3HOCTH Pa3dpabOTKH HOBOTO THIIA
KPUIITOCPE/ICTBA U OTIPEJIEIIAIOTCA TPEOOBAHUS K €r0 (YHKITMOHAJIBHBIM CBOUCTBAM.

PazpaboTka HOBOTO THIIA KPUIITOCPE/ICTBA OCYILECTBIIsAeTC B cooTBeTcTBUU € [losmoxkennem ITK3-
2005.

Paznnyator Mo/iesib yrpo3 BEpXHET0 YPOBHS U JIETAIM3UPOBAHHYIO MO/IENb YTPO3.

Mogiesib  yTpO3 BepXHEro YpOBHA IIpefHa3HaUeHa [UIA OIpeZieJIeHUs XapaKTEPUCTHK
0e30I1aCHOCTHU 3aIUIIAeMBbIX TIEPCOHAIBHBIX JIAHHBIX U JPYTUX OOBEKTOB 3alUTHI (IPUHIUIILL 2 U 3).
dTa MO/ieJIb TaKKe OIpeiesisieT UCXOAHbIEe IAaHHbIE JUIA JIeTAIM3UPOBAHHOM MOJIeid yIpo3.

JleTanu3upoBaHHAasA MOZEIb YTPO3 TpeAHA3HAUYeHA JJIA OIpezeseHus: TpeOyeMOro YpOBHS
KpunTorpaduyecKkou 3aIiuThl.

3.2. MeTtonosiorus GOpMUPOBAHUA MO/JIEJIN YTPO3 BEPXHETO YPOBHS

®opMupoOBaHHUe MOJIeJIM YyIPO3 BEPXHEro YPOBHA OCYIIeCTBJIAETCSA HA 3Tame cOopa U aHAIN3a
HCXOJIHBIX IAHHBIX 110 UHPOPMAIIMOHHON CHCTEME B COOTBETCTBUU C yCTAHOBJIEHHBIM IlopsaakoMm.
J171 mpaBUWIBHOTO ONpeZiesIeHNs] KPUIITOCPE/ICTB, HEOOXOIUMBIX 71 o0ecrieueHus: 6e30MacHOCTH

EnvHbIA nopran
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MMEePCOHAJIbHBIX JAaHHBIX, JOIIOJIHUTE/IbHO K JAHHOMY 3TaIly IIPEeAbABIAIOTCA CIIEAYIOIIE Tpe6OBaHI/IH.

OmpesiesieHue yCIOBUM CO3IaHUsI U UCIIOJIb30BAHUS IEPCOHAIBHBIX JAHHBIX

JTOJI3KHBI OBITH OIIHMCAHBI YCJIOBHUSA CO3/IaHUs U UCIIOJIb30BAHUS IIEPCOHATIBHBIX TAHHBIX. J{JIs1 9TOTO
OTIPE/IEIAIOTCA:

- cyOBEKTHI, CO3/AIOIIIE IEPCOHATIbHBIE JaHHbBIE (B KAYECTBE TAKOTO CYOBEKTAa MOKET BBHICTYIIATh
JIVTIO WJIH €T0 IIPEeICTaBUTE b B BH/IE IPOTPAMMHOTO HJTH TEXHUYECKOTO CPE/ICTBA);

- CyO'bEKTHI, KOTOPBIM ITEPCOHAIbHBIE TAaHHBIE MTPeHA3HAYEHBI;

- MpaBUJIa IOCTYTIA K 3alllUIaeMoi nHOpMaInu;

- I/IH(I)OpMaI_II/IOHHbIe TEXHOJIOTHUH, 6&31)1 JAAaHHBIX, TEXHHUYECKHE CpeILCTBa, HCHOJIBByeMbIe JJIA
co3/1aHusA 1 00pabOTKU IMEPCOHAIbHBIX IAHHBIX;

- HCHOHBSyeMbIe B Hpouecce CO3JaHUA MW HCIIOJIB30OBAHUA HepCOHaJIbeIX JaHHBIX O6’beKTbI,
KOTOpre MOI'YT 6bITb O6’beKTaMI/I yrpos, CO3JaI0IINMn YCJIOBI/IH JJIAd IIOABJIEHUA yTpOB HepCOHa.TIBHbIM
naHHbIM. Takoro posa 06beKTaMu MOTYT ObITh, HAIPUMED, TEXHUYECKHE U IPOTPAaMMHBIE CPE/ICTBA.

CTeHeHb JAeTa/In3allu OIIMCAHHUA [JOJI2KHaA 6bITb ILOCT&TO‘-IHOfI JJIA BBIIIOJITHEHHUA OCTAJIBHBIX
TpeboBaHMH K 2TaIry cbopa U aHAIKN3a UCXOAHBIX JAHHBIX 110 MHGOPMAIMOHHOHN CHUCTEME.

Onwucanue GopM NpeAcTaBIeHUs TEPCOHATBHBIX JAHHBIX

[lepcoHasibHBIE JJaHHbIE HMEIOT pas3yinuHble GOPMBI IpezcTaBiaeHusa (popmbl GUKcauU) C
YYETOM HCIIOJIB3YEMBIX B UH(POPMAITMOHHOHN cucTeMe MHGOPMAIIMOHHBIX TEXHOJIOTHUN U TEXHUYECKUX
CPEJICTB.

HeobOxomumo maTth ommcanwe 3TuX ¢GopMm mnpesncraBieHus (dopm dukcaruu) mepcoOHAUTHHBIX
na"HHbIXx. K TakuM ¢opMaM OTHOCSTCA 00JIaCTH OIEpPaTUBHOU IaMsATH, (Qaiibl, 3amucu 0a3 JaHHBIX,
IIOYTOBBIE OTIIPABJIEHUS U T.J.

Onucanue wuHPOpPMAIUM, CONYTCTBYIOLlEH IpolleccaM CO3/JaHUA U HCIOJIb30BAHUA
IepCOHAJIbHBIX TAHHBIX

Ha ocHoBe aHasM3a ycIOBUH CO3/IaHUS W UCIIOJIb30BAHUSA MTEPCOHAJIBHBIX JAHHBIX JOJIKHA OBITH
omnpezeseHa WHGOpMAIH, COIyTCTBYIOIIAsA IpolieccaM CO3/IaHUsA M UCIOJIb30BAaHUA IEPCOHAIBHBIX
naHHbIX. IIpu 5TOM IIpesicTaBJsAeT UHTEPEC TOJABKO Ta UHMOpMAIHs, KOTOpasd MOXKeT ObITh 00'bEKTOM
yTpo3 U NMOTpebyeT 3aIUThI.

K ykazanHot nHdopManuy, B 4aCTHOCTH, OTHOCUTCH:

- KJIf0UeBas, ayreHTUGUIMPYIONIasa U NapoabHasa HHGOpMaLusa KPUIITOCPE/ICTBA;

- kpunrorpaduuecku onacHas napopmarus (KON);

- KoHUrypaumuoHHasa uH@popmaus;

- ynpasJsoas nadopmanus;

- tHpOpManMA B 3JIEKTPOHHBIX ’KypHAJIaX pETUCTPaIlUu;

- moOOYHBIE CHUTHAJIBI, KOTOPbIE BO3HHUKAIOT B IIpoliecce (PYHKIIMOHUPOBAHUA TEXHUYECKUX
CPEeAICTB U B KOTOPBIX IMOJIHOCTHIO WJIM YACTUYHO OTPAKAIOTCA MEPCOHAIbHbIE JIAHHBIE WJIN Apyras
zaruiaemMas nHbopMaIus;

- pe3epBHbIe KOMUH (PaiioB c 3amuinaeMod uH(opMamyeil, KOTOpble MOTYT CO3/1aBaThCs B
mporiecce 06paboTKH 3TUX (ANIIOB;

- ocTaToyHasA UHQOpPMAIKA HA HOCUTEIAX HUHPOPMaLUH.

B Tex ciywasx, Korza Mofesb Yrpo3 paspabarbiBaeTcs JIMLIAMU, He SABJIAIOIUMUCH
CHelUaIuCTaMu B 00JIaCTH 3aIuThl MHGPOPMAIUM, PEKOMEH/IyeTcs OIPAaHUYUTHCS IPUBEIEHHBIMU
BBIllle TpuMepaMu UHGOPMAINHK, COIYTCTBYIOIENH IIpoIleccaM CO3JaHUsA U HCIOJIb30BAHUA
IIepCOHAJIbHBIX TaHHBIX.

Pa3paboTumku Mojiesi yrpos - CIEeUATUCThI B 00JIaCTH 3aIUTH MHOOPMAIUA MOTYT YTOUYHUTD
VKa3aHHBIA BbIIIE IlepeueHb MHGOpMAILNU, COIyTCTBYIONIEN MpOoIleccaM CO3/IaHUA U HCIOJIb30BAHUA
MePCOHAJIBHBIX JJAHHBIX, C IIPUBEJIEHIEM COOTBETCTBYIOITUX 0OOCHOBaHUI. PekoMeHayeTCsl yKazaHHOE
YTOYHEHUE JIeJIaTh TOJIBKO B CJIydae HeOOXOIMMOCTH Pa3pabOTKH HOBOTO THIIA KPUIITOCPECTBA.

YTrouHeHue mepeuHs WHGOpPMaAIMU, COIYTCTBYIOILIEH IpolleccaM CO3/IaHUSA U HCIIOJIb30BAaHUSA
IepCOHAIbHBIX IAHHBIX, JIOJPKHO OCYII€CTBIIATHCS IyTEM:

- UCKJIIOUEHUS TUIIOB pacCcMaTpuBaeMoON WH@OpMAIMU U3 YKa3aHHOTO BhIIIE IepevHs, KOTOPhIE
ABJIAIOTCA U30BITOUHBIMU B CHJLY CIIelIU(PUKY KOHKPEeTHON MHGOPMAIIMOHHON CUCTEMBI;

EnvHbIA nopran
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- KOHKPETU3alHU! U JIeTUIN3alNN He NCKJIIOUYEHHBIX THUIIOB paccMaTpuBaeMo WH@OpMAIUu C
y4eTOM KOHKPETHBIX YCJIOBUH SKCIUTyaTally HHGOPMAIIMOHHON CUCTEMBI;

- ONKMCAaHUA TUIOB paccMaTpuBaeMod HMHQOpMAIUM, He YKa3aHHBIX B IPUBEJEHHOM BBIIIIe
IepeyHe.

OmnpeneseHre XapaKTePUCTUK 6€30T1aCHOCTH

Heob6xomumo onpeiesIUTh XapaKTEPUCTUKHA 6€30I1aCHOCTH HE TOJIBKO IEPCOHAIBHBIX JIAHHBIX, HO
U XapaKTepHUCTHKH 0e30IacHOCTH BceX OOBEKTOB, KOTOpble OBLIM OIpefieJieHbl KaK BO3MOXKHBIE
00BEKTHI yTPO3.

OCHOBHBIMU (ky1accU4YeCKMMM) XapaKTEPUCTUKAMHU 0e30I1acHOCTH ABJISIIOTCS
KOHOUAEHIINATBHOCTb, I[€JIOCTHOCTD U JIOCTYITHOCTD.

B nomosHeHMe K IepEYHCIEHHBIM BBINIE OCHOBHBIM XapaKTEPUCTHKAM 0e30MacHOCTH MOTYT
paccMaTpuBaThCA TaKXKe U JPYrHe XapaKTEPUCTUKU 0e30MacHOCTH. B  wacTHOCTH, K TaKUM
XapaKTepPUCTUKAM OTHOCSTCS HEOTKa3yeMOCTb <1>, YYETHOCTh <2> (MHOI/la B KayecTBe CHHOHHMMA
HCIIOJIb3YeTCs TEPMHUH 'TIOAKOHTPOJILHOCTD"), ayTEHTHYHOCTh <3> (MHOT/Ia B KadyecTBe CHHOHUMA
HCITOJIb3YEeTCs TEPMHUH "'IOCTOBEPHOCTD") U aZIEKBAaTHOCTH <4>.

<1> HeoTkasyeMoCTh - CIIOCOOHOCTH JI0Ka3aTh, UTO JAEHCTBHE WU COOBITHE IIPOU3OIIO TAKUM
obpaszoM, uTo ¢akT AeHcTBUA WU cOObITHA He MOXeT ObITh ompoBeprayT (MUCO 7498-2:99 u MICO
13888-1:2004).

<2> Y4eTHOCThb

- CBOHCTBO, obecIieuMBaIOIlee OJIHO3HAYHOE OTCJIEKUBAHHE COOCTBEHHBIX JIEUCTBHU JIIOOOTO
sgoruueckoro oobexra (MCO 7498-2:99);

- obecnieyeHne TOro, YTO JENUCTBUS CYOBEKTA 110 OTHOIIEHHUIO K OOBEKTY MOTYT OBITh IIPOC/IEKEHBI
VHUKAJIBHO 10 OTHOIIIEHUIO K CYOBEKTY.

<3> AyTEHTUYHOCTD

- CBOUCTBO o0OecrmeueHUs UAEHTUYHOCTU CyOBEKTa WM pecypca 3asBIIEHHON HAEHTUYHOCTH.
AyTEeHTUYHOCTh TPUMEHSETCS K TaKUM CyObeKTaM KaK II0JIb30BATeNIH, IIPOIECCHI, CHCTEMBI U
nHpopmarus (ISO/IEC 13335-1:2004);

- UJIEHTUYHOCTb O0BEKTA TOMY, UTO 3aBJIEHO.

<4> AJIeKBaTHOCTb - CBOHCTBO COOTBETCTBU:A IIpe/IHAMEPEHHOMY IIOBEZIEHUI0 U pPe3yJIbTaTaM
(ISO/IEC 13335-1:2004).

[IpuBeZIeHHBIH CIIMCOK XapaKTEPUCTUK OE30IaCHOCTH He sBJISETCS HCYEPITBIBAIOIIUM.
B0o3MOXHOCTh OOJIBIIIOTO YHCJIA XaPAKTEPUCTHUK 0OE€30MacHOCTH KPOETCS B OIPEeIEeHUU IOHATHSA
"XapakTepucTHKa O€30IMaCHOCTH 00BEKTA"":

"XapaKTepucTHKa 0e301acHOCTU 00BbeKTa - TpeboBaHKe K 0OBEKTY WU K YCJIOBUSAM €r0 CO3JaHUs
U CyIIeCTBOBaHUs, WiIN K wH@opManuu 06 OOBEKTe M YCJIOBUSAX €r0 CO3/IaHUsA U CYyIIEeCTBOBAHUS,
BBINIOJIHEHHE KOTOPOTO HEOOXOAUMO /171 00ecIieueHus 3alIUIIeHHOCTH JKU3HEHHO BaXKHBIX NHTEPECOB
JIMYHOCTH, O0IIeCTBa UJIM rocyiapcTaa’.

Kak mpaBwi10, ycsI0BUs CO3/IaHUSA U CYIIECTBOBAHUS PEAIBHBIX 0OBEKTOB IOCTATOYHO CJIOKHBI U,
KakK CJIe/ICTBHE, K HUM MOKHO IIPEABSABUTD IOCTATOYHO MHOTO CAMbIX Pa3IMYHBIX TPEOOBAHUH.

Tak kak yrpo3a 6e301macHOCTH 00'beKTa - BO3MOKHOE HapyIlleHe XapaKTEPUCTHKH 0e3011aCHOCTH
00beKTa, TO MepeueHb BceX XapaKTePUCTHK 0e30MacHOCTU /ISl BCeX BO3MOKHBIX OOBEKTOB YIpo3, IO
CYTH, OIIpeZiesisieT MOZieIb YTPO3 BEPXHETO YPOBHS.

Hanpumep, eciiu B uHbOpMAIMOHHOU cucteMe TpebyeTcs 00eCeYUuTh TOJIBKO 3allUTy OT
YHUUTOXKEHUS, I€JIOCTHOCTh U JIOCTYIHOCTh 3alfuinaeMoll mHdopmanuu (B KadecTBE BO3MOXKHOTO
mpuMepa Takod WHGOPMAIIMOHHON CHCTEMbl MOKHO TPUBECTH WH(POPMAIIMOHHYIO CHCTEMY
IIKOJIPHOTO YUYUTEJIs, COJIEPIKAIIYI0 OOIEeOCTYIIHbIE TIEPCOHATbHBIE JIAHHBIE YYaIUXCs), TO MOZETH
YTPO3 BEPXHETO YPOBHS COJIEPKUT CJIEAYIONIUH ITepeUYeHb yTPO3:

- yrpo3a YHUUYTOXKEHUS 3aIUIIaeMoi HHDOPMAIUH;

- yrpo3a HapyIIeHUs IeJIOCTHOCTH 3alfuinaeMoi nHGpOpMaIum;

- yrpo3a HapyIIeHus IOCTYITHOCTH 3alluInaeMoil HH(popMaIum.

3.3. Meropmosoruss GopMUPOBaHUA JAETATU3UPOBAHHON MO/IEIH YTPO3

EnvHbIA nopran
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CorstacHo mpuBefieHHOMY B 3akoHe Poccuiickoit ®@enepanuu "O 6e30macHOCTH" OIpEJIEIEHUIO
MoHATUsA 'yrpo3a Oe3omacHOCTH' HEOOXOAUMO OIIPEAEeUTh COBOKYITHOCTh YCJIOBHH M (PAaKTOPOB,
CO3/IAIONINX OTIACHOCTh HAPYIIIEHUs XapaKTePUCTHK 0€30I1acHOCTH BO3MOXKHBIX 0O'bEKTOB yrpo3. ITO U
€CTb coZiep;KaHue paboT 110 CO3/IaHUIO JEeTATH3UPOBAHHON MO/IEIH YTPO3.

MoO:KHO TpUBECTH IPUMepHI, KOTAa IeJecoo0pa3HO cO37laHHe MOJesell yrpo3 HECKOJIBKUX
YPOBHEH JleTaIn3alui.

OueBHIHBIM IPHUMEPOM MOXKET CJIYKUTh OOBEKT YTpo3, TMPEACTABSAIONIUN  CI0KHYIO
TEPPUTOPUAJIPHO PaCHpesie/IeHHYI0 aBTOMATHU3WPOBAHHYI0 CHCTEMY, /I KOTOPOH  yCJIOBUSA
(PYyHKIIMOHUPOBAHUSA PA3JIUYHBIX COCTABHBIX YaCTEN CHCTEMBI MOTYT CYIIECTBEHHO pazyinmdaThbesa. [Ipu
aHaJIM3€e TaKOW CHUCTEMBI, KaK MPABWJIO, UCIOIb3YETCSA MPUHIUII JIEKOMIIO3ULINHU CJI0KHOTO O0OBEKTA.
Eciim ke cocTaBHbIE YacTH CHCTEMbBI TAaKKe BeCbMa CJIOXKHBI, TO WX aHAJIN3 CHOBA IMOTpeOyeT
HCIIOJIb30BaHUE IIPUHITUIA JIEKOMIIO3UIIMU CJIOKHOTO oObekTa. B paccmatpuBaemom cirydae
11eJIecoo0pa3Ho Co3/IaHUEe MOJeNell yrpo3 g KaXKJO0TO OO0BEKTa, IOJIyJalol[erocs B IPOIecce
Z€EKOMITO3UIHH.

[Tpu onpesiesieHNy yrpo3 6€30mMacHOCTH 00BEKTA CIIEAYET PA3INIATh:

- YTPO3bl, He ABJIAIINECH aTaKOu;

- aTaku.

PexomeH/tyeTcs HCIIOIB30BATD CJIEIYIONIYIO CTPYKTYPY YTPO3, He ABJIAIOIINXCA aTaKaMU:

- Yrpo3bl, He CBA3AHHBIE C JIeATEJBPHOCTBHIO UeJIOBeKa: CTUXUIHBle Oe/CTBHUA U NPUPOJHBIE
sIBJIeHUs (3eMJIeTpsICeHUs], HABO/HEHU S, yparaHbl U T.J1.);

- YTPO3bI COIUAIBHO-TIOJIUTHYECKOTO XapaKTepa: 3a0acTOBKH, caboTax, JIOKaJIbHbIEe KOH(MIUKTHI
U T.J.;

- omwubouyHble JedicTBUA W (WIM) HApyHIEHWs TeX WIM WHBIX TpeOOBAaHUM JIUIIAMU,
CAaHKIIMOHUPOBAHO B3aWMOJIEHCTBYIOIUMHU C BO3MOXKHBIMU OOBeKTaMH yrpo3. Eciu, Hampumep, B
KayecTBe OOBEKTa YIpO3 BBICTYIIAeT ABTOMATU3WPOBAHHAS CHCTEMa B 3al[UIIEHHOM HCIOJHEHUU
(AC3H), TO K TaKUM JIEUCTBUAM U HAPYIIEHHUSAM, B YaCTHOCTH, OTHOCSITCS:

- HeIpeZyMBIIIJIEHHOE UCKa*KeHNe WIH yAaleHue IIPOrpaMMHBIX KOMIOHeHTOB AC3U;

- BHeJIpeHUe U UCII0JIb30BaHNE HEYyUTEeHHBIX IPOTPAMM;

- UTHOPUPOBaHWE OpPraHU3alMOHHBIX OTPAHUYEHHH (yCTAaHOBJIEHHBIX IPaBWI) IpU paboTe ¢
pecypcamu AC3U, BKJItOYas cpefcTBa 3aluThl nHGopManuu. B yactHocTH:

- HapylleHHe NpaBWI XpaHeHUs MHGOPMAIU{ OTPAHWYEHHOTO JIOCTYyIa, HCIOJIb3yeMOH IIpU
SKCIUTyaTalUl CpeJCTB 3amuThl uH@opmanuu (B YaCTHOCTH, KJIOYEBOH, MApOJIbHOH U
ayreHTUDUIIUpYIOel nHpOopMAaIun);

- TpeIOCTaBJIEHHE TIOCTOPOHHUM JIMIIAM BO3MOXKHOCTH JIOCTyIIa K CpEACTBAM 3all[UThI
“HOpPMAIIUH, A TaKKe K TEXHUYECKMM M TPOTPAaMMHBIM CpeACTBaM, CIOCOOHBIM IOBJIUATH Ha
BBINIOJIHEHUE TTPEABABIIAEMBIX K CPEJICTBAM 3aIUTHI MHDOPMAIUH TPeOOBAHUM;

- HACTpOWKA M KOH(PUTYPHUPOBAHHE CPEACTB 3aIMUTHl MHGOPMAINU, a TaKKe TEXHUUECKUX U
MIPOTPAMMHBIX CPEJICTB, CIIOCOOHBIX MOBJIUATh HA BBITIOJIHEHUE TIPEABABIAEMBIX K CPEJCTBAM 3aI[UTHI
nHbopMaIuu TpeOOBaHUH, B HApYIIIeHHe HOPMAaTUBHBIX U TEXHUUECKUX JJOKYMEHTOB;

- HecooOmeHwe o ¢akKrax yTpaTbl, KOMIIPOMETAIlUH KJIIOUEBOH, IMapOJIbHOU |
ayreHTUUITUPYIOIIeN nHGOPMaLH, a TaK»Ke J000H Apyroi nHOpMAIU OTPAaHUYEHHOTO JIOCTYIIA;

- YyTPO3bl TEXHOTE€HHOTO XapaKTepa, OCHOBHBIMU U3 KOTOPBIX ABJISAIOTCA:

- aBapuu (OTKJIIOUEHUE 3JIEKTPONUTAHUSA, CUCTEMBI 3a3eMJIEHUs, pa3pylleHue HHXXeHEePHBIX
COODY?KEeHHH U T.71.);

- HEUCIIPAaBHOCTH, COOM ammapaTHBIX CPEJACTB, HECTAOWIBHOCTh IIapaMeTPOB CHCTEMBI
3JIEKTPOIUTAHUSA, 3a3€MJIEHUA U T.JI.;

- IOMEXU ¥ HaBOJKH, IPUBOSAIINE K cOOSAM B paboTe anmapaTHbIX CPEZCTB.

Crnemyer OTMETHTD, UTO, KaK IMPABUJIO, 3aIUTa OT yTPO3, HE SBJIAIOIIUXCA aTaKaMu, B OCHOBHOM
perJaMeHTHPYEeTCSI HWHCTPYKIUAMHU, pa3pabOTaHHBIMU W YTBEDK/IEHHBIMH OIIEPAaTOPAMHU C YYETOM
0COOEHHOCTEH HKCIUIyaTalui HHGOPMAIIMOHHBIX CUCTEM U JIEHCTBYIOIIEH HODMAaTUBHOU 0a3bl.

Kak mokazasi MEPOBOH M OTeUeCTBEHHBIN OIIBIT, aTaKH SBJISAIOTCSA HauboJiee OMaCHBIMU YTPO3aMHU
(uTo 00YCJIOBJIEHO WX TIATEIbHOW MOATOTOBKOM, CKPBITHOCTHIO IPOBEJEHUS, IleJIeHAITPaBJIEHHBIM
BBIOOPOM OO'BEKTOB H IIEJIEH aTaK).

ATaku TOTOBATCA M MPOBOJATCA HApPYyIIUTEJIeM, IMPUYEM BO3MOXKHOCTH IIPOBEAEHUS aTak
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O6YCJ'IOB.TIeHbI BO3MOXXHOCTAMHA HapPYIINUTEJIA. HNuapiMu CJIOBaMH, KOHKPETHbIE BO3MOXHOCTU
HapYUIUTEJIA OIIPEAC/IAI0OT KOHKPETHBIEC aTaKH, KOTOPbI€ MOXKET IIPOBECTHU HAPDYUINTEIb.

Ho Torma c ydyeToM olnpeac/sieHud IMOHATHUA "MO,I[e.TII) HapyHII/ITeJI}I" BC€ BO3MOXKHbBIE aTaKH
OIIPpEeACIIAI0TCA MOAEJIbIO HADYIIHUTEIIA.

Mogenb HapymiuTesid TECHO CBA3aHa € MOAEJIbIO YIrpo3 U, IIO CYyTH, ABJIACTCA €€ YaCTbIO.
CMBICJIOBBIE OTHOIIEHUS MEXAY HHUMH C/Ie€Ayrouiue. B mopenu yrpo3 COAEPKUTCA MAKCUMAJIbBHO
IIOJIHOE OIIKMCaHHue Yyrpos Ge3omacHOCTH OOBEKTa. Mogenp HapyuiuTesid COAEPXKUT OIIhMCaHue
MIpEeaIioJaoKEeHUA O BOSMOXHOCTAX HAPYIIUTEJIA, KOTOPbIE OH MOXKET HCIIOJIb30OBATh IJIA pa3pa60TI<H u
IIpOBE€AECHUA aTaK, a TaKXe 00 OTPaHHUYECHUAX HA O9TH BO3SMOXKHOCTH.

3.4. Metonosiorus GOpMUPOBAHUS MOV HAPYIIUTEIIA

CorsacHO TIOC/IEHEMY U3 OIpPEJIeJIEHHBIX B M. 3.1 MeTOo[MYecKUX pPeKOMEHJAUHNN MPUHITUITY
(mpuHIUI 7) HAPYUIUTEIb MOXKET JeWCTBOBAaTh HA PAa3JIMYHBIX OTalax KU3HEHHOTO I[UKJIa
kpunrocpezictBa 1 COK (mox sTuMm 3TarnamMy B HACTOAIIEM JOKYMEHTE MOHUMAKOTCA Pa3paboTka,
IIPOU3BOJICTBO, XpaHEHUE, TPAHCIIOPTUPOBKA, BBOJ, B HKCIUIyaTAI[UI0, SKCIUIyaTallksl IPOTPAMMHBIX U
TEXHUYECKUX cpesicTB kpunrocpezcts 1 COK).

dtanbel pa3paboTKH, IPOU3BOJCTBA, XPAaHEHW:, TPAHCIIOPTUPOBKH, BBOJIA B HKCIUIyaTaI[HIO
TeXHUYECKUX U IPOrpaMMHBIX CpeZIcTB Kpuntocpesacrsa u COK

Ha sramax pa3paboTkH, MPOU3BOJICTBA, XpaHEHUs, TPAHCIIOPTUPOBKH, BBOJIA B JKCILIyaTAIIHIO
TEXHUYECKUX U MIPOTPAMMHBIX cpezicTB KpunrtocpezacTBa u COK 06paboTka mepcOHATbHBIX IAHHBIX HE
npousBoAuTcA. [109TOMy 0OBEKTAMU aTaK MOTYT OBITH TOJIBKO CAMH 3TH CPEZCTBA U IOKYMEHTAIHs Ha
HUX.

B cBs3U ¢ U3JI0:KEHHBIM Ha YKA3aHHBIX ATAllaX BO3MOXKHBI CJIEAYIOIIHE aTaKU:

- BHECEHHE€ HETAaTHUBHBIX (YHKIMOHAIHHBIX BO3MOXKHOCTE B TEXHHYECKHE U IIPOTPAMMHBIE
KOMIIOHEHTHI KpurrocpezictBa u COK, B ToM Ywncie ¢ MCIOJIb30BAaHUEM BPEJOHOCHBIX IPOTPaMM
(koMmBIOTEPHBIE BUPYCHI, "TPOSHCKHE KOHU" U T.JI.);

- BHeCeHHe HEeCAHKIIMOHUPOBAHHBIX H3MEeHEeHUN B JIOKYMEHTAI[MI0 Ha KPUIITOCPEJICTBO U
TeXHU4YeCKHe U IporpaMMHble KOMIIOHeHTh COK.

Heob6xoamMo OTMETUTD, UTO YKa3aHHbIE aTAKU:

- Ha 3Tamax pa3paboTKH, MPOU3BOJCTBA U TPAHCIIOPTHPOBKU TEXHUYECKHUX W IPOTPAMMHBIX
cpencts kpunrocpesictsa 1 COK MoryT npoBOAUTHCA TOJIBKO BHE 30HBI OTBETCTBEHHOCTH OIIEPATOPa;

- Ha JTale XpaHeHUs TEeXHUYeCKUX U IMPOrPaMMHBIX cpeficTB KpumnrocpezctBa u COK moryr
MIPOBOUTHCSA KaK B 30HE, TAK M BHE 30HBI OTBETCTBEHHOCTH OIIEPATOPA;

- Ha 3TaIe BBOJA B DKCIUIYaTAIINIO0 TEXHUUYECKUX U POTPAMMHBIX CpeACTB KpuntocpeacTsa u COK
MOTYT IPOBOAUTHLCSA B 30HE OTBETCTBEHHOCTH OIIEpaTOpa.

B cBs13U € U3JI0:KEHHBIM OIIEPATOPHI JOJIKHBI ITPELYCMOTPETh MEPbI KOHTPOJISA:

- COOTBETCTBUS TEXHUYECKHUX U IMPOTPAMMHBIX cpeZicTB KpumitocpezictBa u COK u mokymeHTanmmu
Ha DHTU CPEeJCTBA, IIOCTYHAIOIIUX B 30HY OTBETCTBEHHOCTH OIlepaTopa, 3TaJIOHHBIM 00pasuam
(mampumep, omepaTop AOKEH TPeOOBaTh OT IMOCTABIIUKOB TapDAHTHU COOTBETCTBHUSA TEXHHUYECKUX K
IIPOTPaMMHBIX cpeficTB kKpuntocpezctBa u COK u jokymMeHTalMy Ha 3TU CPEeJCTBA, IMOCTYIAIIINX B
30HY OTBETCTBEHHOCTU OIl€paTopa, STAJIOHHBIM 00pa3laM WM MeXaHU3Mbl KOHTPOJIA, TO3BOJIAIONINE
OIIepaTopy YCTAaHOBUTH CAMOCTOSTEIbHO TAKOE COOTBETCTBHE);

- [IeJIOCTHOCTU TEXHUYECKUX U IPOTPAMMHBIX cpeficTB KpunrocpeacTsa 1 COK u gokymeHnTanuu
Ha 5TU CPEJICTBA B IIPOliecce XpPaHEHUs U BBOJ]A B SKCIUIyaTallNIO 3TUX CPeCTB (C UCIIOIb30BAaHUEM KaK
MEXaHU3MOB KOHTPOJIfl, OMUCAHHBIX B JIOKYMEHTAI[UM, HAIPHUMEDP, Ha KPUITOCPEACTBO, TaK U C
HCIIOJIb30BAHUEM OPTaHU3AIMOHHBIX W OPTaHU3AINMOHHO-TEXHUYECKUX Mep, pa3paboTaHHBIX
OIIEPATOPOM C YIETOM TPeOOBAaHHMI COOTBETCTBYIOIMX HOPMATHUBHBIX U METOAHUYECKHUX JTOKYMEHTOB, -
CM. 11. 2.1 MeToAMYECKIX PEKOMEH/IAIN).

JTall SKCIUTyaTallii TEXHUUECKUX U TPOTPAMMHBIX CpeicTB KpurtocpezictBa 1 COK

Ataka Kak J1I000€ IleJIeHalIpaBJIeHHOE JIEMCTBHE XapaKTEPU3YeTCA PAAOM CYIeCTBEHHBIX
pu3HaKoB. K 3TUM CyIIieCTBEHHBIM MPU3HAKAM Ha JTalle SKCIUTyaTalliyd TEXHUYECKUX U IIPOTPAMMHBIX
cpencts kpunrocpesictsa 1 COK BHoJiHe eCTECTBEHHO MOKHO OTHECTH:
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- HapyIIuTess - cy0ObeKTa aTaky;

- OOBEKT aTaKu;

- IleJIb aTaKu;

- IMEIOIIYIOCs y HapyIIuTesIs nHDOpManuio 06 00bEeKTe aTaKu;

- UMeIolIMecs y HapyIIUTeJIsA Cpe/icTBA aTaKy;

- KaHaJI aTaKU.

Bo3MmorkHBIE OOBEKTHI aTaK U IEJTN aTaK OIpPeesIAIoTeA Ha dTare GOPMUPOBAHUA MOJIEIN YTPO3
BepXHero YpOBHA.

IIpu onpenenennu OOBEKTOB aTaK, B YACTHOCTH, JIOJI’KHBI OBITh PACCMOTPEHBI KaK BO3MOXKHbIE
OOBEeKTBI aTak U IMpU HEOOXOAMMOCTH KOHKPETU3UPOBAHBI C€ YYETOM UCIOJIb3YEMBIX B
MHOPMAIMOHHOU cucTeMe WH(GOPMAIMOHHBIX TEXHOJIOTMH M TEXHUYECKUX CPEZCTB CJIEAYIOIIHe
OO'BEKTHI:

- TOKyMEHTaIMsA Ha KPUIITOCPE/ICTBO M HA TEXHUYECKHE U MPorpaMMHbIe KOMITOHEeHTH CDK;

- 3aIUIIaeMble IEPCOHATbHBIE IAHHBIE;

- KJII0U€eBasi, ayTeHTUUIUpPYIolias 1 apojbHas UHpopMaIus;

- kpunrorpaduuecku onacHas nuadopmanus (KON);

- KPUIITOCPEZICTBO (ITpOrpaMMHBIE U allapaTHble KOMIIOHEHTHI KDUIITOCPE/ICTBA);

- TeXHUYecKHe U IporpaMMHble KoMIIOHeHTbl COK;

- JaHHbIe, Ilepe/laBaeMble 10 KaHAIaM CBA3H;

- IOMeIlleH! s, B KOTOPBIX HaXO/IATCA 3alUIllaeMble pecypchl THPOPMAIMOHHOU CUCTEMBI.

B Tex caywasx, Korma Mojieb yrpo3 paspabaThIBaeTcs JIMIAMU, He SABJISIONUMUCS
CHEeIUAIUCTaMHU B O0JIACTH 3aIuThl MHQPOPMAINH, PEKOMEH/yeTCs OTPAHUYUTHCS ITPUBEIEHHBIMU
BBIIII€ TPUMEPAMHU BO3MOXKHBIX OO'bEKTOB aTaK.

PazpaboTumku Mojiesin yrpos - CIEemUAIUCThl B 00JIAaCTH 3aIUTh MHOOPMAIUH MOTYT YTOUYHUTH
VKQ3aHHBIA BBIIIIE TI€peYeHb BO3MOXKHBIX OOBEKTOB aTaK C TIPHUBEJEHUEM COOTBETCTBYIOIIUX
obocHOBaHMU. PexkoMeHayercs ykazaHHOe YTOYHEHHE [IeJIaTh TOJIBKO B CJIydae HEOOXOAMMOCTH
Ppa3pabOTKH HOBOTO THIIA KPUIITOCPEZCTBA.

YTouHeHHEe nepevHs BO3MOKHBIX 00'b€KTOB aTaK OJKHO OCYIIECTBIIATHCS IIyTEM:

HCKJIIOUEHHsI OOBEKTOB aTaK U3 YKA3aHHOTO BHIIIE IIEPEYHS], KOTOPbIE ABJIAIOTCA N30BITOUHBIMU B
cuity crienupUKYU KOHKpeTHOU NH(MOPMAIIMOHHON CUCTEMBI;

KOHKPETH3AIUH U JIeTATN3AIUH He UCKJIIOUEHHBIX 0OBEKTOB aTaK C YYETOM KOHKPETHBIX YCIOBU U
SKCIUTyaTanuy HHPOPMaIMOHHOHN CUCTEMBI;

onrcaHus 0OBEKTOB aTaK, HE YKA3aHHBIX B IIPUBEJEHHOM BBIIIIE TIEPEUHE.

C yd4eTOoM WU3JI0KEHHOTO MOJleJb HApYIIUTeNAd /JIA STrana JSKCIUIyaTalluM TeXHUYEeCKUX U
MIPOTPAMMHBIX cpeZIcTB KpunrocpeictBa U COK momKHA UMETH CIIEAYIONTYIO CTPYKTYPY:

- OIIMCaHUe HapyluTesiel (CyObeKTOB aTak);

- IPEJIOJIOXKEHUS 00 MMeIoIerics y HapyluTess nHpopMauu 06 06’beKTax aTak;

- IPEJIIIOJIOXKEHUS 00 MMEIOIIUXCSA Y HAPYIIUTEIIS CPECTBAX aTak;

- OIIMCaHUe KAaHAJIOB aTaK.

Onucanue HapymwuTeaeh (CyObeKTOB aTakK)

1) PazimuaroT mecth OCHOBHBIX TUIOB HapymuTesei: Hi, Ho,..., He.

[Tpennomnaraercs, uro Hapymureau tuna H; 1 He MOTYT cTaBUTH paboTHI IO CO3/ITAHUIO CIIOCOOOB
U CPEeJICTB aTaK B HAYYHO-UCCJIE0BATEIbCKUX IEHTPAX, CHEIUAIN3UPYIOIUXcA B 001acTu pa3paboTKu
u a"Hanu3sa kpunrocpeacTts u COK.

BosmoskHocTr HapymmTensa tuna Hi., BkIoyaoT B cebs BO3MOKHOCTU HapymwuTesnsa tuna H; (1
<=1i<=5).

Ecim BHemHWE HapymuTesab 00J1a7jaeT BO3MOXKHOCTSAMH II0 CO3/IaHUI0 CIOCOOOB IOJITOTOBKU
aTak, aHAJIOTHYHBIMH COOTBETCTBYIOIUM BO3MOKHOCTAM HapymmTesnas Tuma Hi (3a HUCKIUYEeHHEM
BO3MOXKHOCTEH, IPEIOCTABJIIEMBIX TPEObIBAHIEM B MOMEHT aTaKU B KOHTPOJIIPYEMOH 30HE), TO 3TOT
HapYIIUTEIb TaKXKe OyieT 0003HaUaThCs Kak HapymuTesb Tuna H; (2 <=1 <= 6).

2) JIaHHBIN pa3zes MOJIeJTM HAPYIITUTEA JOJIKEH COAEPIKATh:

- TepedYeHb JIUI, KOTOpble He PacCMaTPUBAIOTCS B KadeCTBE MOTEHIIMAJIBHBIX HapYIIUTENeH, U
000CHOBaHHE 3TOTO IepevHs (IIpU HEOOXOAUMOCTH);

- IPeANOJIOKEeHNE O HEBO3MOXKHOCTH CTOBOPA HapyliuTesiel (7711 BceX TUIIOB HAapyUIUTeJel) wiu
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IIPeANOJIOKeHNA O BO3MOXKHOM CrOBOpe HapylIuTesJed M O XapakTepe CroBopa, BKJIIOYas
IlepevyncyieHre JOMOJHUTEIbHBIX BO3MOKHOCTEH, KOTOPBblE MOTYT HCIOJIb30BATh HAXOZAIINECT B
CTOBOpE HAPYIIUTEJIH JJIs IOATOTOBKY U MIPOBeZieHUs aTak (11 HapymmTened tuna Hy — He).

I[Ipumeuanue.

JlaHHBIN pa3/ies1 MOZieI HapyLIUTe s HMeeT cJle/lyIollee TUIIOBOe ColepKaHue.

CHauasa Bce pu3myeckue JIUIA, UMeoIIe JOCTYIl K TeXHUYEeCKUM U IIPOrpaMMHBIM CPEACTBaM
MHOOPMAIMOHHOU CUCTEMBI, Pa3/IeJIAI0TCA Ha cyle/lylole KaTeTOpUu:

- kateropus I - siuna, He UMeloOlKMe IIpaBa JOCTYINIa B KOHTPOJIUPYEMYIO 30HYy NH(GOPMAaIMOHHON
CHCTEMBI;

- kareropus II - inna, nMerIye MpaBo NOCTOAHHOTO WK PAa30BOTO JOCTYIIA B KOHTPOJINPYEMYIO
30HY HH(POPMAIIMOHHOHN CUCTEMBI.

Jlasiee Bce NMOTEHIIMAIbHBIE HAPYIIUTEIIN II0APA3Ae/IATCA Ha:

- BHEIIHUX HapYIIUTeNeH, OCYIIECTBJAIONINX aTaKU WU3-32 IMPeJIeJIOB KOHTPOJIHUPYEMOH 30HBI
UHOOPMAIMOHHOU CUCTEMBI;

- BHYTPEHHUX HaAPYILIUTEJIeH, OCYIIECTB/IAIOIINX aTaKU, HAXOAACh B IMpeZieyiax KOHTPOJIUPYEeMOM
30HBI UTH(POPMAIIMOHHOU CHCTEMBI.

KoHcrarupyeres, 4ro:

- BHEIITHUMU HapYyIIUTEIAMU MOTYT OBITh KaK JIMIla KaTeropud I, Tak u suna kareropuu 11;

- BHYTPEHHUMH HapYIIUTEISIMH MOTYT OBITh TOJIBKO JIUna KaTeropud I1.

JlaeTcs ommcaHve NPUBWJIETHPOBAHHBIX IOJIb30BaTesleldl MH(POPMAIMOHHON CUCTEMBI (WIEHOB
TPYIIIBI IMUHUCTPATOPOB), KOTOPBbIE HA3HAYAIOTCSA U3 YHUCJIA 0CO00 TOBEPEHHBIX JIUI U OCYIIECTBIISIOT
TeXHUYECKOoe 00CIyKUBaHHe TEXHUUECKUX U MPOrPaMMHBIX cpezicTB kpunrocpezactsa u COK, Brimouas
WX HACTpOUKYy, KOH(QUIYPUDOBaHHE U pacnpeziejieHne KIIUYeBOM JIOKYMEHTallud MeKay
HEIPUBWIETHPOBAHHBIMHU 0JIb30BaTEIAMH.

Hanee cienyer 000CHOBaHWE WCKJIIOUEHHSA Te€X WJIM WHBIX THUIOB Jur kareropuu II u3 uwmcia
MOTeHITUAIbHBIX HapyluTesieil. Kak mpaBuio, NpuBUIeripOBAHHbBIE TI0JIb30BATEN UH(POPMAITMOHHON
CHCTeMBbI UCKJIIOYAIOTCSA U3 YHCJIA TOTeHIIUAIbHBIX HapyIIUTe Ie.

W, HakoHell, paccMaTpUBaeTCsA BOIIPOC O BO3MOXKHOM CTOBOPE HapyIIUTeseH.

[Tpennosoxkenus 06 UMeIOIIelcs y HapymuTess nHpopMauy 06 00 beKTax aTak

JlaHHBIN pa3/ies1 MO HapyIIUTeJIs I0JIKEH COJlePKaTh:

- MPEeANOJIOKEHNE O TOM, UTO IOTEHIMAJIbHbIE HApYIIUTean 00JafaloT Bceld WHGOpMaIuen,
He0oOXOIMMOM /1 TOITOTOBKY U ITPOBE/IEHUS aTaK, 32 UCKII0UeHneM NH(POPMAIIIH, IOCTYII K KOTOPOI
CO CTOPOHBI HapyIUIUTeJs UCKJII0YaeTcsa cucTeMoi 3amurtbl mHbopMmanuu. K Takodl uHpopmanuu,
HaIlpuMep, OTHOCHUTCA MMapoJibHAasA, ayTeHTUUIUPYIolasd U KloueBas nHQopmanus;

- 0DOCHOBaHHbBIE OTPAHUYEHUS HA CTeleHb HH(POPMHUPOBAHHOCTH HapyluTess (mepedyeHb
CBEJIEHUI, B OTHOIIIEHUU KOTOPBIX IIPE/IIIOJIATaeTCs, YTO OHU HAPYIIUTEII0 HEZIOCTYITHBI).

[Ipumeuanmue.

O6ocHOBaHHBIE OrpaHUYEHUs Ha CTeNeHb WH(MOPMUPOBAHHOCTA HAPYIIUTENSA  MOTYT
CYIIIECTBEHHO CHU3UTDH TPeOOBAHMSA K KPUIITOCPEICTBY IIPH €ro pa3paboTKe.

[Ipu ompesiesieHUN OTpAaHUYEHUHN Ha CTENeHb WH(POPMHUPOBAHHOCTH HAPYIIUTENs, B YACTHOCTH,
JIOJIKHBI OBITH PACCMOTPEHBI CJIEIYIOIIHE CBEIEHA:

- coZieprKaHNe TEXHUYECKOU JOKYMEHTAIINU Ha TEXHUYECKHE U TpOrpaMMHble KOMIIOHEHTHI COK;

- IOJITOBpEMEHHBIE KJIFOUU KPUIITOCPE/ICTBA;

- BCe BO3MOXXHBIE JIaHHbBIE, II€pe/laBaeMble B OTKPBITOM BHZEe II0 KaHajJaM CBS3U, HeE
3alUINEHHBIM OT HecaHKnuoHupoBaHHoro pgocryna (HC/I) k wunHoOpmanmum opraHu3amuoHHO-
TeXHUUYECKUMH MepaMu (¢as3oBble ITyCKH, CHHXPOIOCHUIKH, He3almugpOBaHHBIE ajjpeca, KOMAaHIbl
yIIpaBJIeHUs U T.I1.);

- CBEJIEHHUS O JIMHUSAX CBSA3H, 110 KOTOPBIM IepeiaeTcs 3aluinaeMas HHGOpMaIlus;

- BCE CEeTH CBS3H, pabOTa0II1e Ha eIMHOM KJIIOUE;

- BCe MpPOABJAIOIIMEcSd B KaHajlax CBA3W, He 3amuimeHHbx oT HCJ/[ k uHDopmarumn
OpPraHM3allMOHHO-TEXHUYECKUMH MepaMH, HapyIIeHUs IPaBHI SKCIUIyaTallud KPUIITOCPEACTBA U
CDK;

- BCe TPOABJAIOINNECS B KaHajlax cBsA3W, He 3amumieHHbix oT HC/[ k unHdOpM™marumn
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OPTaHU3AlMOHHO-TEXHUYECKUMH MepaMH, HEUCIIPAaBHOCTH M CcOOM TEXHUYECKUX CPEZCTB
kpunrocpezcrsa u COK;

- CBeJleHUs, INOJIydaeMble B pe3yJIbTaTe aHaIN3a JIIOObIX CHUTHAJIOB OT TEXHUYECKUX CPENICTB
kpunrocpezicrsa 1 COK, KoTopble MOKeT IlepeXBaTUTh HapyILIUTeb.

Tospko HapymuTensaMm tuna Hs - He MOryT ObITh U3BECTHBI BCe CETH CBSA3M, paboTaolue Ha
€JUHOM KJII0ue.

Tospko Hapymurtenu Ttuna Hj - He pacmosiaraloT Hapsay ¢ JOCTYIHBIMU B CBOOOJTHOU IpOaKe
nokymMeHTanueil Ha kpuntocpeacTBo U CPK HCXOZHBIMU TeKCTaMU IPUKJIAIHOTO IIPOTPAMMHOIO
obecrieueHus.

Tospko HapymuTenu Tuna He pacmosaraiot Bceil JokyMeHTanuel Ha kpumnrocpeictso u COK.

B Tex ciywasx, Kora Mofedab Yrpo3 paspabarbiBaeTcs JIMLIAMU, He SABJIAIOIIUMUCH
CHelUaJINCTaMu B O0JIaCTH 3aIuThl MHOpPMAIUH, PEKOMEH/YETCS OTPAHHUYUTHCA IMPUBEIAEHHBIM
BBIIIIE TIPEJIOJIOKEHUEM O TOM, UTO HMOTEHI[UAIbHbIE HAPYIINTEIN 00JIaJAI0T Beel MHGpOpManUeH,
HeOOXO0UMO¥ /IS TIOATOTOBKY U IIPOBEIEHUS aTaK.

PazpaboTumku MoAesm yrpo3 - CHEeNUaJUCTBl B 00OJIacTH 3amuThl HHPOpPMAIUU MOTYT
[IO/ITOTOBUTh OOOCHOBAHHBIE OTPAaHUYEHHS Ha CTeNeHb WHOOPMUPOBAHHOCTH HAPYIIUTEJIA.
Pexomeniyercsi yka3aHHOE OTpaHHYEHUE /IeJIaTh TOJIBKO B CIydae HEOOXOIUMOCTH pa3paboTKU HOBOTO
THUIIA KPUIITOCPE/ICTBA.

[TpennosokeHus 06 UMEIOIIUXCA Y HAPYIIUTENIA CPEJICTBAX aTaK

JlaHHBIN pa3/ies1 MO/ie I HapyILIUTe I JIOJKEH COAePKaTh:

- TIPEAIIOIOKEHNE O TOM, YTO HAPYIIUTEh UMeeT BCce HeOOXOAUMBIE /JIsI MPOBEAEHUs aTaK II0
JIOCTYIIHBIM €My KaHajJaM aTaK CpPEACTBA, BO3MOXKHOCTU KOTOPBIX He IPEBOCXOAAT BO3MOKHOCTHU
QHWJIOTUYHBIX CPEACTB aTak Ha HHQOpMAIUIO, COZEPXKaIlyl0 CBeAEeHUsd, COCTaBJIANIINE
roCy/IapCTBEHHYIO TallHY;

- 000CHOBaHHBIE OTPAHUYEHUSA HA UMEIOIHUECs y HAPYIIIUTEJIS CPEJICTBA aTaK.

[Ipumeuanue.

O6ocHOBaHHBIE OTPAHUYEHUS HA UMEIOIHUECS Yy HAPYIIUTEIIS CPEACTBA aTaK MOTYT CYII[eCTBEHHO
CHU3UTD TPeOOBAHUSA K KPUIITOCPE/CTBY IIPU €T0 pa3paboTke.

[Ipu ompeneneHny OrpaHUYEHUN Ha MMEIOIIHECS Yy HAPYIIUTENS CPEJICTBA aTaK, B YaCTHOCTH,
JTOJIKHBI OBITH PACCMOTPEHBI:

- anmnapaTHble KOMIOHEeHThI kpunrocpezicrsa u COK;

- IOCTYITHbIE B CBOOOTHOM ITPO/Iaske TEXHUUYECKHE CPECTBA U IPOrPaMMHOe 0OecIieueHHE;

- CIIenMaJIbHO pa3paboTaHHbIE TEXHUYECKHE CPEZCTBA U IPOTrPaMMHOe 0OecIieueHHE;

- IIITaTHBIE CPEJICTBA.

Hapymmrenun tuma H; w H. pacmosiararoT TOJBKO JOCTYIHBIMH B CBOOOJHOM IpOaKe
anmnapaTrHbIMU KOMIIOHEHTaMU Kpunrocpezcrsa u COK.

JlonmosHUTEIbHBIE BO3MOXKHOCTU HapymuTened tuna H; — H; mo mosyyeHuio ammapaTHBIX
KOMIIOHEHT KpunrocpeacrBa u CPK 3aBucAT oT peasn30BaHHBIX B HMHMOPMAIIMOHHOUN CcHCTeMe
OpPraHU3alOHHBIX Mep.

Hapymrenu tuna He pacriosararoT JIT0OBIMU anliapaTHBIMU KOMIIOHEHTAMU KPUIITOCPE/ICTBA U
COK.

Hapymurenu tuna H; MOryT KCIIO/IB30BaTh IITATHBIE CPEZCTBA TOJIBKO B TOM CJIydae, eCjid OHU
pacIiosio;KeHsI 3a NpejieJlaMi KOHTPOJIUPYEMOU 30HBI.

BosmorkHoctn HapymmTenei tuna H. — He M0 MCIOIb30BAaHUIO IITATHBIX CPEJICTB 3aBUCAT OT
peayin30BaHHBIX B UHOOPMAIMOHHOU CUCTEME OPTraHU3AI[MOHHBIX MED.

Hapymmrenun tuna H, - He MoryT mpoBoauTh J1aboOpaTOpHBIE HCCIEAOBAHUS KPUIITOCPENCTB,
HCII0JIb3YEMBIX 3a IpefieJlaMyd KOHTPOJIUPYEMOU 30HbI MH(MOPMAIIMIOHHON CUCTEMBI.

B Tex ciywasx, KoOrja MoOZedb yrpo3 paspabarbiBaeTcs JIMIAMU, He SABJIAIOIAMUCS
CIeUaJIUCTaMu B O0OJIacTH  3alIUThl  WHOOPMAIUHA, PEKOMEHAYETCSI OTPAaHUYHUTHCA TOJIBKO
MIPUBEJIEHHBIMHU BBIIIIE CPEACTBAMU aTaK.

Pa3paboTumku Mojiesin yrpo3 - CIEUATUCTHI B 00JIACTH 3aIUTH HHMOPMAIUH MOTYT YTOYHUTD
MIpUBE/IEHHBIN BBIIIE TIEpeUeHb CPE/ICTB aTak. PekoMeH/IyeTcs yka3aHHOE YTOUYHEHUE JIeJIaTh TOJIBKO B
ciIydae HeoOXOMMOCTHY pa3paboTKU HOBOTO THUIIA KPUIITOCPE/ICTBA.
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OnucaHue KaHAJIOB aTak

C npakTH4yecKkOll TOUKU 3peHHsA 3TOT paz/es ABJfAeTcA OAHUM U3 BaKHEUIINX B MOJesd
HapymwuTesnsa. Ero cosep:kanue 1o CyIECTBY OlpeziesisgeTcs KauecTBOM (OPMHUPOBAHUA MO/IENIH YTPO3
BepXHero YpOBHA.

OCHOBHBIMHU KaHAJIaMHU aTaK ABJIAIOTCA:

- KaHaIbl CBA3U (KaK BHYTPH, TaK U BHe KOHTPOJIMPYeMOU 30HBI), He 3amuineHHsle ot HC/I k
nHMOpPMAIU OPTAaHU3AIMOHHO-TEXHUUECKUMH MepaMy;

- IITaTHBIE CPEJICTBA.

Bo3MOXHBIMU KaHAJIAMU aTaK, B YaCTHOCTH, MOTYT OBITh:

- KaHWIbl HEIMOCPEACTBEHHOTO JOCTyla K OOBeKTy araku (aKyCTHYeCKUl, BU3YaJbHBIU,
(pusnueckuin);

- MAIIMHHbIE HOCUTEIN UHPOpMAIIUH;

- HocuTesiu UHGOPMAIUH, BHIBEJIEHHbIE U3 YIIOTPEOIeH U ;

- TEXHUYECKHe KaHAJIbl yTeUKU;

- CUTHaJIbHBIE IIeTH;

- LIeNH 3JIEKTPOIIUTAHNUS,

- [IeTU 3a3eMJIeHN;

- KaHaJI yTeUKU 3a CUeT 3JIEKTPOHHBIX YCTPOUCTB HEIJIaCHOTO MOJIydyeHus nHOopMaIuy;

- uHdOpMalMOHHbIE U yrpasJisaionue nuarepdericet CBT.

B Tex ciywasx, Korza Mojesb YIrpo3 paspabarbiBaeTcsa JIMLIAMHU, He ABJAKIIUMUCA
CHeUaJIUCTaMu B O0OJylacTH  3amuThl  HWHGOPMAIUHA, PEKOMEHAYETCSI OTPAHUYUTHCA TOJIBKO
MIpUBEIEHHBIMU BBIIIIE OCHOBHBIMH KaHAJIAMH aTaK.

PazpaboTumku mMojiesin yrpo3 - CIENUATIUCTH B 00JIACTH 3aIUTH HHMOPMAIUN MOTYT YTOUYHUTH
MIpUBE/ICHHBIHA BHIIIE ITIEpeYeHb KAHAJIOB aTak. PeKOMeH/IyeTcs YKa3aHHOE YTOUYHEHHE /IeIaTh TOJIBKO B
cIydae HeoOXOIMMOCTH pa3pabOTKH HOBOTO THITA KPUIITOCPEICTBA.

Onpenenenue TUIIA HAPYIITUTENIA

Hapymmrens otHocuTesa k Tumy H; ecim cpeay npeanosioxKeHUH O ero BO3MOMKHOCTAX —€cCTh
IIpeAIIoJIoKEeHNe, OTHOCAIeecs K HapymmuTesaaMm Tuna Hi, U HeT NpeAnosioKeHUH, OTHOCAIIUXCH
TOJIBKO K Hapymuresam tuna Hj (§ > i).

Hapymurens oTHOcuTCS K Ty He B MH(POPMAIIMOHHBIX CHCTEMAX, B KOTOPBIX 00pabaThIBAIOTCS
HanboJiee BaXKHBIE IEPCOHAJIbHBIE IAHHBIE, HAPYIIIEHNE XapAaKTEPUCTUK O€30I1aCHOCTH KOTOPBIX MOKET
IIPUBECTHU K 0CO0O0 TSMKEJTBIM ITOCJIEZICTBUSM.

PexomeH/tyeTcss Ipu OTHECEHUM OIlepaTOPOM Hapyuiutesnsa K Tumy He corsiacoBbIBaTh MOJAEH
Hapymuressa ¢ PCb Poccun.

4. YpoBeHb KpUIITOrpaUUeCcKOH 3alUThI IIEPCOHATBHBIX JaHHBIX,
YPOBHH CIIEITUAILHOU 3aIUTHI OT YTEUKH 110 KaHaJIaM MOO0YHBIX
U3JIyYeHUW U HABOJOK ¥ YPOBHU 3aIUTHI
OT HECAHKIIMOHUPOBAHHOTO /I0CTyTIa

4.1. Paznuuaror mects ypoBHei KC1, KC2, KC3, KB1, KB2, KA1 xpunrorpaguueckoil 3amuTsl
IIEPCOHAJIBHBIX JIAHHBIX, HE COJIepXKAIIUX CBEJEHUM, COCTABJIAIOIIUX TOCY/IapCTBEHHYIO TaiHY,
OIIpEe/IeJICHHBIX B MOpAAKE BO3PACTAaHUA KOJMYECTBA M KECTKOCTU IMPEXbABIAEMBIX K
KPUIITOCPEJICTBAM TpeOOBAaHUN, U COOTBETCTBEHHO IIIECTh KJIACCOB KPUIITOCPEJCTB, TaKKe
obo3nauaembix yepe3 KC1, KC2, KC3, KB1, KB2, KA1.

YpoBeHb  KpunTorpaduUUecKOW  3alUThl  MEPCOHAJBHBIX  JAHHBIX, O0ecreunBaeMoun
KPHUIITOCPE/ICTBOM, OIpeZiesisieTcs ONepAaTOPOM IIyTEM OTHECEHUS HAPYIINUTEJIA, IEHCTBUAM KOTOPOTO
JIOJIKHO TIPOTHUBOCTOATH KPUIITOCPEICTBO, K KOHKPETHOMY THUILY.

[Ipu oTHeceHWMM 3aKAa3YMKOM HapyIIUTENsA K TUIy H; KpUOTOCPEACTBO OKHO O0OECIeYUTH
kpunTorpadudeckyio 3anury no yposHio KCi, k tuny H. - KC2, k Tuny H; - KC3, x Tunny H, - KB1,
tuny H; - KB2, k Tuny He - KA1.

4.2. Pazmuuaot Tpu ypoBHA KC, KB m KA cnenmuanbHON 3amyThl OT yTEYKH II0 KaHaJaM
MOOOYHBIX MBJYyYeHUH U HABOJOK IIpU 3all[UTe IMEPCOHAJIBHBIX /JAHHBIX C HCIOJIb30BAaHUEM
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KPUITOCPEJICTB.

ITpu oTHecenun HapymuTesnsd K Tuny H, — H; moypkHa ObITh OOecniedeHa creruaibHas 3aliuTa 1o
ypoBHIO KC, k Tunny H, — H; - mo yposHio KB, k Tutty He - mo yposHio KA.

4.3. B ci1yuae mnpuHATHA ONEpaTOpoOM pelleHUud O 3aluTe IIepCOHAJbHBIX JAaHHBIX B
MH(OPMAIIMOHHOU cHcTeMe OT HeCaHKIIMOHMPOBAHHOIO JIOCTYIIA B COOTBETCTBHUU C HOPMAaTUBHBIMU
nokymentamu ®Cb Poccum pasnuualor mectb ypoBHed AK1, AK2, AK3, AK4, AK5, AK6 3amuThl OT
HECAHKIIMOHMPOBAHHOTO JIOCTYIIa K II€PCOHAJIBHBIM /JAaHHBIM B MHQOPMAIUOHHBIX CHCTEMAX,
OIIpe/IeJICHHBIX B IIOPsAJKEe BO3pAaCTaHUA KOJIMYECTBA U JKECTKOCTU IIpeJbABJIAEMBIX K CHCTeMaM
3alUTHl TPeOOBAHUM, U COOTBETCTBEHHO IIECTh KJIACCOB HHGMOPMAIIMOHHBIX CHCTEM, TaKKe
obo3nauaembix uepe3 AK1, AK2, AK3, AK4, AK5, AK6.

IIpu oTHeceHNM 3aKa3YMKOM HapymuTesis K Tuny H; B mHGOPMaIMOHHON CHUCTEME I0JKHA OBITH
obecIieueHa 3aIIUTa OT HECAHKITMOHUPOBAHHOTO JIOCTYIA K IIEPCOHAIBHBIM JJAHHBIM 110 YpoBHIO AK1, Kk
tuny H. - o yposHio AK2, k Tuny H; - o yposaio AK3, k tTuny H, - no ypoBaio AK4, k Tuny H; - 1o
ypoBHIO AK5, k Tuny He - 1o ypoBHIO AK6.

5. TpeboBaHU K KOHTPOJIIO BCTPAUBAHUS KPUIITOCPEJICTBA

5.1. BerpauBanue kpuntocpesictB kinacca KC1 u KC2 ocyrectsiisiercss 6€3 KOHTPOJISI CO CTOPOHBI
®CBb Poccum (eciu 3TOT KOHTDPOJIb HE IPENYCMOTPEH TEXHUUECKUM B3aJlaHHEM Ha pPa3pabOTKy
(MmomepHU3anuio) HHPOPMAIIMOHHON CHCTEMBI).

BerpauBanue kpunrtocpenctB kimacca KC3, KBi, KB2 u KA1 ocymiecTBiseTcs TOJBKO TIOJ
KOHTpoJieM co ctopoHbl @Cb Poccun.

5.2. BerpamBanme kpunrocpezctB kinacca KCi, KC2 mmu KC3 MokeT OCyIiecTBIAThCA OO
caMHUM TOJIb30BaTeJIEM KPHUIITOCPEACTBA IIPU HAJIUYUH COOTBeTcTByOIIen JymneHsun ®Cb Poccun,
b0 opraHuzanuei, UMeloIel cooTBeTCTBYyomyIo tutieH3u0 ®Ch Poccun.

BerpamBanue xpunrocpeznctBa kimacca KBi, KB2 wmimm KA1l ocyiecTBisieTcss OpraHu3aliued,
UMEIOIIEN COOTBETCTBYIONTYI0 tutieH3nio ®Chb Poccun.

5.3. B xoxe koHTpOJA co cropoHsl @CH Poccru BeTpanBaHus KPUNTOCPEACTBA MOTYT PEIIATHCS, B
YaCTHOCTH, CJIEAYIOIUE 3aJaUm:

- MpoBepKa TpeOOBaHWH JIOKYMEHTAIlUd HA KPUITOCPEACTBO, OTHOCSIIUXCS K BCTPAHUBAHUIO
KPHUIITOCPE/ICTBA, B TOM UHCJIE:

- aHaJIN3 KOPPEKTHOCTHU BCTPAWBaHUS;

- aHAJIN3 TPABUIbHOCTU QYHKIIMOHUPOBAHUSA CUCTEMBI YIIPABJIEHUA KIII0UaMU;

- DKCIEPUMEHTAJIbHAs IPOBEPKA pPabOTOCIIOCOOHOCTH KPUITOCPEACTBA M IPABUJIBHOCTH
BBINIOJTHEHU S BO3JI0’KEHHBIX HA HETO I1eJIeBhIX QYHKIINHT;

- OLleHKa BJIUAHUA TEXHUYECKHX U TMPOTrPAMMHBIX CPEACTB, COBMECTHO € KOTOPBIMH
Mpe/inoJiaraeTcs MTAaTHOEe (PYHKIIMOHUPOBAHUE KPUIITOCPECTBA, HA BBHINIOJIHEHUE MPEbABIAEMBIX K
KPUIITOCPE/ICTBY TPeOOBaHUH.

MeToguka U mporpaMMa KOHTPOJISA BCTPAWBAHUSA KPHUIITOCPEZICTBA pa3pabarhiBaloTcsA W (MJIH)
000CHOBBIBAIOTCS CHEIMATU3UPOBAHHON OpTraHU3aIlhel, MPOBOAAIIEH TeMaTHJYeCcKue HCCIe0BaAHUSI
KPHUIITOCPE/ICTBA, U coryacoBriBatores ¢ ®Cb Pocenn.
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